U p Redes de Nueva Generacion
y Area de Ingenieria Telematica

niversidad Publica de Navarra
Nafarroako Unibertsitate Publikoa

Presentacion
.

Area de Ingenieria Telematica
http://www.tim.unavarra.es

Master en Ingenieria de Telecomunicacion



Redes de Nueva Generacion

- Ultima asignatura sobre redes en el titulo

* Ajustandome a las competencias del titulo, he hecho
una seleccion de tecnologias relacionadas con las

redes y que creo son del ambito de los
Ing. Telecomunicacion



Redes de Nueva Generacion

Diversos temas

Pasado, presente y futuro de las redes
Internet

Servicios, que son el motivo para construir las redes y que nos
van a condicionar su diseno

Protocolos (jmas protocolos!)

Pero también fundamentos, evolucion, arquitectura...

Cdomo se pueden resolver problemas de escalado de servicios
para la Internet actual

Y llegaremos hasta “la nube”

Respecto al grado cambiamos de escala
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Mega = 106
Giga = 109
Tera = 10"?
Peta = 10"
Exa =107
Zetta = 104

Escala

Orbita geoestacionaria son
36 Mm de altitud

Distancia de la tierra al sol
son unos 150Gm

Orbita de Neptuno a unos
4.5Tm del sol

1 ano-luz son unos 9.5Pm

1Zm es aproximadamente el
diametro de la via lactea
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Cisco Visual Networking Index

Algunas predicciones (Noviembre 2018)
 “In 2017, the annual run rate for global IP traffic was 1.5 ZB per year (...).

Annual run rate for global IP traffic will reach 4.8 ZB per year by 2022.”
« ¢ Cuanto es un Zettabyte?
 1h de video a 1080p puede ocupar aproximadamente 2 GB

« 1ZB/2GB=102"/2x10° = 5x10"" horas de video a 1080p
* O mas de 57 millones de anos de video

5 millones de afos tardarias en ver todo es
26% CAGR
soupongamos lacpoblacion mundial de unos 7.400 millo personas
liculas de 2h en streaming en HD po

no
« O unas 128 llamadas telefonicas de 3 mi | dia
Exabytes ,qg
per Month 150
100 122
Zetta = 102" Bytes

1 ZB = Mil millones de TB 2017 2018 2019 2020 2021 2022

Source: Cisco VNI Global IP Traffic Forecast, 2017-2022

http://www.cisco.com/go/vni



Cisco Visual Networking Index

Algunas predicciones (Noviembre 2018)
«  “Busy-hour Internet traffic is growing more rapidly than average Internet traffic.”

« “The number of devices connected to IP networks will be more than three times
the global population by 2022.”

«  “M2M connections will be more than half of the global connected devices and
connections by 2022”

B Busy Hour Internet Traffic (CAGR 37%
B Average Internet Traffic (CAGR 30%
] 1992 100 GB per day
Pbps | 1997 100 GB per hour
2002 100 GB per second
2007 2,000 GB per second
f_________—. 2017 46,600 GB per second
2022 150,700 GB per second
2017 2018 2019 2020 2021 2022 Souree: Cisco VL 2018
Source: Cisco VNI Global IP Traffic Forecast, 2017-2022

http://www.cisco.com/go/vni



Cisco Visual Networking Index

Algunas predicciones (Noviembre 2018)

« “Globally, IP video traffic will be 82 percent of all IP traffic (both
business and consumer) by 2022, up from 75 percent in 2017.”

« “Live Internet video will account for 17 percent of Internet video traffic
by 2022.”

* ‘“Internet gaming traffic will grow ninefold from 2017 to 2022, a CAGR of
55 percent. Globally, Internet gaming traffic will be 4 percent of global
IP traffic by 2022, up from 1 percent in 2017.”

450 B Gaming (1%, 4%)
26% CAGR
20?7(2232 400 File Sharing (7%, 2%)
350 @ Web/Data (17%, 12%)

300

250 @ |PVOD/ Managed IP Video (20%, 11%)
Exabytes 200 @ Internet Video (55%, 71%)
per Month e

100
50
0

2017 2018 2019 2020 2021 2022

* Figures (n) refer to 2017, 2022 traffic share
Source: Cisco VNI Global IP Traffic Forecast, 2017-2022

http://www.cisco.com/go/vni



Cisco Visual Networking Index

10% CAGR

2017-2022

Billions of
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@ Other (1.6%, 2.6%)

@ Tablets (3%, 3%)

B PCs (8%, 4%)

B TVs (13%, 11%)

@ Non-Smartphones (16%, 4%)
B Smartphones (24%, 24%)

B M2M (34%, 51%)

* Figures (n) refer to 2017, 2022 device share
Source: Cisco VNI Global IP Traffic Forecast, 2017-2022

2017 2018 2019 2020 2021 2022

@ Other (0.01%, 0.02%)

B Non-Smartphones (0.1%, 0.1%)
W Tablets (5%, 6%)

B M2M (3%, 6%)

@ PCs (41%, 19%)

B TVs (32%, 24%)

B Smartphones (18%, 44%)

* Figures (n) refer to 2017, 2022 traffic share
Source: Cisco VNI Global IP Traffic Forecast, 2017-2022



Cisco Visual Networking Index

Table 3. IPv4 address exhaustion dates

Regional Internet Registries Exhaustion Date

Asia Pacific Network Information Centre (APNIC) April 15, 2011 (actual)
Réseaux IP Européens Network Coordination Centre (RIPE NCC) September 14, 2012 (actual)

Latin America and Caribbean Network Information Centre (LACNIC) June 10, 2014 (actual)

American Registry for Internet Numbers (ARIN) September 24, 2015 (actual)
African Network Information Center (AFRINIC) May 23, 2019 (projected)
26% CAGR
2017-2022
Number of
Devices @ IPv6 Capable Mobile Devices
(Bi”iOﬂS) @ IPv6 Capable Fixed Devices

2017 2018 2019 2020 2021 2022

Source: Cisco VNI Global IP Traffic Forecast, 2017-2022



Seguridad

“...the nature of the threats is becoming more diverse. The list includes
Distributed  Denial-of-Service (DDoS), ransomware, Advanced
Persistent Threats (APTs), viruses, worms, malware, spyware, botnets,
spam, spoofing, phishing, hacktivism and potential state-sanctioned
cyberwarfare.”

“... TH 2018 [...], the peak DDoS attack size was a dramatic 1.7 Tbps, a
179 percent increase from 1H 20177

“‘DDoS attacks can represent up to 25% of a country’s total Internet
traffic while they are occurring.”

Figure 18. Global DDoS attacks forecast, 2017-2022

16.0

14% CAGR
2017-2022 14.0
12.0

14.5
13.5
10.0 178
' 10.3
Millions &9 8.7
4.0
2.0
0.0

2017 2018 2019 2020 2021 2022

Source: Cisco VNI Global IP Traffic Forecast, 2017-2022



CDNs

“CDNs will carry 72 percent of total Internet traffic by
2022 (...), up from 56 percent in 2017.

Figure 24. Global content delivery network Internet traffic, 2017 and 2022

30% CAGR 400 B Non-CDN Intemet Traffic (44%, 28%)
(=]
2017-2022 350 B CDN Internet Traffic (56%, 72%)

300

250

Exabytes -
per month

150

100

0

2017 2017 2017 2017 2017 2017

* Figures (n) refer to 2017, 2022 traffic share
Source: Cisco VNI Global IP Traffic Forecast, 2017-2022



Cisco Global Cloud Index

« Hemos dicho: “In 2017, the annual run rate for global IP traffic was 1.5
ZB per year (...) will reach 4.8 ZB per year by 2022 (...)"

« “Annual global data center IP traffic will reach 20.6 zettabytes (1.7 ZB
per month) by the end of 2021, up from 6.8 zettabytes (ZB) per year
(568 EB per month) in 2016.”

 “Global cloud IP traffic will account for more than 95% of total data
center traffic by 2021.”

25% CAGR
2016-2021

25
Data Center Within Data Center
20 to user 71.5%
14.9%
Zettabytes 15
per Year Data Center
to
Data Center
5 13.6%
0
2016 2017 2017 2019 2020 2021 Total East-West traffic will be 85%
(Rack-local traffic would add another slice
Source: Cisco Global Cloud Index, 2016-2021. twice the size of “Within Data Center”)

http://www.cisco.com/c/dam/en/us/solutions/collateral/service-provider/global-cloud-index-gci/white-paper-c11-738085.pdf



Cisco Global Cloud Index

« “By 2021, 94 percent of workloads and compute instances will be
processed by cloud data centers; 6 percent will be processed by
traditional data centers.”

« “Overall data center workloads and compute instances will more than
double (2.3-fold) from 2016 to 2021; however, for cloud those will
nearly triple (2.7-fold) over the same period.”

M Traditional Data Center (3% CAGR) 21% CAGR
600  m Cloud Data Center (26% CAGR) 2015-2020

500

400

Installed
Workload 300
in Millions

200
25%

100 B34
0

2015 2016 2017 2018 2019 2020
Source: Cisco Global Cloud Index, 2015-2020.

http://www.cisco.com/c/dam/en/us/solutions/collateral/service-provider/global-cloud-index-gci/white-paper-c11-738085.pdf



Cisco Global Cloud Index

« “By 2021, data center storage installed capacity will grow to 2.6 ZB, up
from 663 EB in 2016, nearly a 4-fold growth.”

® Other Consumer Apps (29% CAGR)
® Search (26% CAGR)
3,000 ®Social Networking (37% CAGR)
" Video Streaming (36% CAGR)
2,500 ®ERP and Other Business Apps (32% CAGR)
® Database/ Analytics / loT (31% CAGR)

= Consumer

31% CAGR
2016-2021
2,000 ®™Collaboration (33% CAGR)
Capacity in

Installed Compute (28% CAGR) N
Exabytes 1,000

Storage 1,500
~— Business
2016 2017 2018 2019 2020 2021

Source: Cisco Global Cloud Index, 2016-2021.

http://www.cisco.com/c/dam/en/us/solutions/collateral/service-provider/global-cloud-index-gci/white-paper-c11-738085.pdf




Cisco Global Cloud Index

« “(...) the amount of data stored on devices will be (...) 5.9 ZB by 2021.”

The volume of all data stored will almost triple by 2021 from 1.8 ZB to 7.2 ZB.
Most data is stored on client devices, but more moves to the data center over time.

2016

84% Client devices or M2M 16%DC 1.87ZB

2021 82% Client devices or M2M

18% DC 7.228B

Data stored on client devices (PCs, tablets, phones, M2M...) Data stored on data centers
1.3
2016 ZB
2021 15% 9%
2021
m PCs ®m Smartphones + Phablets
Tablets M2M Data at rest (Stored)
® External storage N » Data in motion (Traffic)
Stored data on M2M modules grows the fastest at 59% CAGR Data at rest is growing faster than
traffic and exceeds traffic by 2021

Source: Cisco Global Cloud Index, 2016-2021.

http://www.cisco.com/c/dam/en/us/solutions/collateral/service-provider/global-cloud-index-gci/white-paper-c11-738085.pdf



Cisco Global Cloud Index

« “Cisco GCI estimates that nearly 850 ZB will be generated by all
people, machines, and things by 2021, up from 220 ZB generated in
2016.”

« “Most of the more than 850 ZB that will be generated by 2021 will be
ephemeral in nature and will be neither saved nor stored.”

«  “Much of this ephemeral data is not useful to save, but we estimate that
approximately 10 percent is useful, which means that there will be 10
times more useful data being created (85 ZB, 10 percent of the 850
total) than will be stored or used (7.2 ZB) in 2021. Useful data also
exceeds data center traffic (21 ZB per year) by a factor of four.”

- Useable data created per year

—— Data center traffic per year 85

67

52
Opportunity for

Edge or fog
computing

Zettabytes 30 22
per year

2016 2017 2018 2019 2020 2021
Source: Cisco Global Cloud Index, 2016-2021.

http://www.cisco.com/c/dam/en/us/solutions/collateral/service-provider/global-cloud-index-gci/white-paper-c11-738085. pdf



Cisco Global Cloud Index

« “"Examples of Broad Cloud Adoption”

.
In

“Last week, we la
represented hund
usage happened (
slowing down.”
- Netflix Represe

Bank of HL:
America R\

“Our targetistod
virtual platforms w
- Howard Boville,

Source: Cisco

65% currently utilize cloud or cloud serices
within their organization

“Much of the usage leans towards clinical applicaiton and data
hosting, data recoverty and backup... 88% of those using the cloud
do so through the SaaS model, which has become a preferred
deployment method for clinical application vendors.”

- 2017 HIMSS Analytics Cloud Survey

SGN - _
Majority of Workloads in the Cloud

“We have an 18-month transformation period, during which about
80% of our application will be cloud-enabled..” -Mo Ahddoud, SGN
Oil & Gas CISCO

“BP is moving it's advanced workloads’ into the cloud out of its
current data centres.” - Steve Fortune, Group CIO of BP




Cisco Global Cloud Index

“Cybercrime damages will cost world $6 ftrillion annually by 2021.”
(“trillion” = billones)

“The cybercrime costs prediction includes damage and destruction of
data, stolen money, lost productivity, theft of intellectual property, theft
of personal and financial data, embezzlement, fraud, postattack
disruption to the normal course of business, forensic investigation,
restoration and deletion of hacked data and systems, and reputational
harm.”

“Cyberthreats have evolved from targeting and harming computers,
networks, and smartphones to people, cars, railways, planes, power
grids, and anything with a heartbeat or an electronic pulse, all powered
by the cloud. ”

“The Cisco 2017 Security Capabilities Benchmark Study also found that
nearly a quarter of the organizations that have suffered an attack lost
business opportunities. Four in 10 said those losses are substantial.
One in five organizations lost customers due to an attack, and nearly
30 percent lost revenue.”

http://www.cisco.com/c/dam/en/us/solutions/collateral/service-provider/global-cloud-index-gci/white-paper-c11-738085. pdf



Cisco Global Cloud Index

« “Every 40 seconds, a business falls victim to a ransomware attack. The
world’s largest shipping companies reported losses in the order of
$300M each from the NoPetya ransomware attack in June 2017.”

* “In October 2017, a DDoS attack crashed the IT system that monitors
train locations in Sweden.”

« “Although end-user security concerns exist, the time of amateur
hackers is long over, and hacking is now an organized crime or state-
sponsored event.”

http://www.cisco.com/c/dam/en/us/solutions/collateral/service-provider/global-cloud-index-gci/white-paper-c11-738085. pdf



Proclamation of pope Benedict

2005
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VISIEILITY

Tendencias
Gartner’s Hype Cycle

>

MATURITY
http://www.gartner.com/technology/research/methodologies/hype-cycle.jsp



Tendencias

Gartner Hype Cycle for
Emerging Technologies, 2019

A
Biochipg
AlPaas,_ '
Edge Analytics. ) pe
Autonomous Driving Level 5 ’
Low-Earth-Orbit Satellite Systems (’
Edge Al \ Graph Analytics
Explainable Al ,
Personification -
(7)) Knowledge Graphs — —— Next-Generation Memory
c Synthetic Data " 3D Sensing Cameras
.g Light Cargo Delivery Drones —— .
"6 Transfer Learning —___» — Emotion Al
- Flying Autonomous Vehicles — .
[T} Augmented Intelligence —— — Autonomous Driving Level 4
Q Nanoscale 3D Printing
o Decentralized Autonomous —
x Organization — DigitalOps
Generative Adversarial ¥ Adaptive ML
Networks ——
Decentralized Web —
AR Cloud — Immersive Workspaces
Biotech - Cultured —
or Artificial Tissue
Peak of
Innovation Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
Time
Plateau will be reached:
less than 2 years @ 2to5years 5 to 10 years () morethan 10 years @ obsolete before plateau As of August 2019

gartner.com/SmarterWithGartner

Source: Gartner

© 2019 Gartner, Inc. and/or its affiliates. All rights reserved. Ga rtner.



Google Trends

* “Internet of Things”

o<

Interés a lo largo del tiempo

| 4=

qua

1 ene. 2004

https://www.google.com/trends/



Google Trends

« “Big Data”

O <

Interés a lo largo del tiempo

|4

https://www.google.com/trends/



Google Trends

« “Software Defined Networking”

Interés a lo largo del tiempo <>

| €=

A LA Not
1 ene. 2004 1 dic. 2008 1nov. 2013

https://www.google.com/trends/



Google Trends

« “Hyperconvergence”
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Interés a lo largo del tiempo

https://www.google.com/trends/



Google Trends

* “Cloud Computing”
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https://www.google.com/trends/



Google Trends

« “Blockchain”

Interés alo largo del tiempo <>

| 4=

https://www.google.com/trends/



Google Trends

° “5G”

Interés a lo largo del tiempo r o <L

1 dic. 2008 1 nov. 2013 1 oct. 2018

https://www.google.com/trends/

———
e. 2004



Google Trends

« “SD-WAN”

|
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Interés a lo largo del tiempo

https://www.google.com/trends/



Google Trends

« “Docker”

Interés a lo largo del tiempo

e
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https://www.google.com/trends/



Google Trends

o “Kubernetes”

o<

Interés a lo largo del tiempo

4=

https://www.google.com/trends/



Predicciones

Se suelen basar en datos pasados e hipotesis de
continuidad

Linealidad
La realidad es discontinua (ej: 29 de junio de 2007)
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Redes de Nueva Generacion

Vamos a hablar sobre Centros de Datos (Datacenters)
— Sobre la arquitectura de sus redes
— Sobre las nuevas tendencias tecnoldgicas para formarlas
— Sobre almacenamiento y almacenamiento en red
— Sobre virtualizacion (de servidor, de almacenamiento y de red)
— Sobre “la nube”, cloud computing y redes definidas por software

Sobre redes de acceso, MAN y WAN

— Tecnologias
— Ingenieria de trafico

Y sobre analisis y dimensionamiento, problemas de rendimiento
gue surgen, arquitectura de conmutadores, costes, etc.

o’ Y

k |

-’




Conceptos previos

Venis de:
— Grado con especialidad en Telematica
— O asignaturas de extension sobre redes y servicios

Necesitamos bastantes conceptos que se han visto en el grado
0 en el primer semestre

Las redes hoy en dia son una amalgama de tecnologias y
protocolos

Interactuan entre ellas (para bien o para mal)




Conceptos previos

« Sobre redes

— Conmutacion Ethernet, tecnologias Ethernet, VLANS,
STP/RSTP/MSTP, conmutadores capa 2/3, balanceadores,
firewalls, routing IP

— Diseno de LANs (con QoS, routing, gestion y seguridad)
— Tecnologias de acceso: xDSL, FTTH, cable
— Tecnologias WAN: ATM, PDH, SDH, MPLS

« Sobre servicios

— Arquitecturas de servicio en capas (tiers)

— Protocolos de transporte (TCP) y aplicacion (DNS, HTTP,
etc)

— Rendimiento de protocolos y aplicaciones
— CDNs
— VoIP
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Competencias especificas

CE4 - Capacidad para disenar y dimensionar redes de
transporte, difusion y distribucion de senales
multimedia.




Competencias especificas

CE6 - Capacidad para modelar, disefar, implantar,
gestionar, operar, administrar y mantener redes,
servicios y contenidos.




Competencias especificas

CE7 - Capacidad para realizar la planificacion, toma de
decisiones y empaquetamiento de redes, servicios y
aplicaciones considerando la calidad de servicio, los
costes directos y de operacion, el plan de implantacion,
supervision, los procedimientos de seguridad, el
escalado y el mantenimiento, asi como gestionar y
asegurar la calidad en el proceso de desarrollo.




Competencias especificas

CE8 - Capacidad de comprender y saber aplicar el
funcionamiento y organizacion de Internet, las
tecnologias y protocolos de Internet de nueva
generacion, los modelos de componentes, software
iIntermediario y servicios.




Competencias especificas

CE9 - Capacidad para resolver la convergencia,
iInteroperabilidad y diseno de redes heterogeneas con
redes locales, de acceso y troncales, asi como la
integracion de servicios de telefonia, datos, television e
iInteractivos.




Competencias especificas

CE12 - Capacidad para utilizar dispositivos logicos
programables, asi como para disenar sistemas
electronicos avanzados, tanto analdégicos como
digitales. Capacidad para disefiar componentes de
comunicaciones como por ejemplo encaminadores,
conmutadores, concentradores, emisores y receptores
en diferentes bandas.

Switch

Receiving buffers Output Queues

Scheduler —m{
g handling =
3 1
g - Address lookup 8

- Traffic classification ‘“[D:D:I_L’ =

:l W Scheduler  m{ }_;J




Esta materia en la UPNA

 “Diseno e implantacion de servicios en redes de

comunicaciones’
— “Redes de Nueva Generacion”
— “Despliegue de Servicios Multimedia”

60h 45h 15h

><€ >€ >

A

Proyecto

12 ECTS

RNG DSM

Proyecto

I
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Temario

Introduccion

Tecnologias para el centro de datos

Interconexion de redes

Modelado y dimensionamiento de redes y servicios




Temario

0. Introduccion

1. Tecnologias para el centro de datos

« Virtualizacion de servidor, red y almacenamiento.
» Arquitectura interna de conmutadores y efectos en su rendimiento

« Disefio y dimensionamiento de redes de datos para el entorno
Campus y CPD. Escalado, gestion y mantenimiento.

2. Interconexion de redes
3. Modelado y dimensionamiento de redes y servicios




0.
1.
2.

Temario

Introduccion
Tecnologias para el centro de datos
Interconexion de redes

Tecnologias para soluciones de acceso, WAN y de nucleo

Encaminamiento interdominio en la Internet publica e ingenieria de
trafico con BGP y MPLS. Supervivencia ante fallos.

MAN y WAN para interconexion de CPDs y sedes remotas.
Overlays. Redes definidas por software.

Transporte de voz digital en redes de conmutacion de paquetes y
su integracion con datos

Soluciones de coexistencia de IPv4 e IPv6.

3. Modelado y dimensionamiento de redes y ser_vicios

‘K 7) \&c No

Inter Cloud
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Temario

Introduccion
Tecnologias para el centro de datos
Interconexion de redes

Modelado y dimensionamiento de redes y servicios

Modelado de fuentes de voz, video y datos (trafico de Poisson,
fuentes On-Off, trafico auto-similar).

Dimensionado de red para transporte de voz, video y datos.

Nuevos problemas de rendimiento y sus soluciones (Incast,
outcast, DCTCP, HTTP2, MPTCP)

HTTP 2.0 connection

- | stream1 | stream3 | stream3 | stream1
DATA | HEADERS DATA DATA

# .............................................................. stream 5

DATA

Client Server




Actividades de laboratorio

Virtualizacion de servidor y equipos de red
Networking con contenedores
Introduccion a OpenFlow

Analisis y presentacion de casos de planificacion, diseno e
implementacion de infraestructuras para redes multiservicio



Horarios

Martes de 9:00 a 11:00
Jueves de 9:00 a 11:00
Comenzaremos con teoria en los dos dias

Cuando hayamos visto suficiente teoria se
plantearan las actividades de laboratorio en el mismo
horario




Evaluacion

« Examen: 6 ptos
— Sobre todo el temario
— Nota minima del 50% para sumar el resto
— Sin apuntes

« Actividades de laboratorio: 4 ptos

— Enla segunda mitad del semestre
— Puntos de control y documentos

Resultado de Sistema de evaluacién Peso (%) Caréacter recuperable
aprendizaje

R1,R2,R3, R4 Prueba escrita que recoja los conceptos adquiridos 60% Nota minima para sumar el resto de Recuperable mediante
calificaciones = 5/10 prueba escrita
R3,R4 Actividades de laboratorio de resolucion de problemas practicos y comprension de 40% No

conceptos; proyectos en grupo




