u p na Fundamentos de Tecnologias y Protocolos de Red
enlniey Area de Ingenieria Telematica

Unibertsitate Publikoa

Wi-Fi:. Trafico en un ping entre

dos terminales inalambricos
e

Area de Ingenieria Telematica
http://www.tim.unavarra.es

Grado en Ingenieria en Tecnologias de
Telecomunicacion, 3°



uphna

Piblica de Navarra
Nafarroako
Unibertsitate Publikoa

INg entre

dos term

nales WiFi

No.

=1

® N o u s w N

Fund. Tec. Y Proto. de Red
Area de Ingenieria Telematica

oo oo o]

me

. 000000000
000016446
000270064
000287857
000314591
000390506
000728395
000745338

Arrival Time

oo oo o]

.000000000
.000016446
.000253618
.000017793
.000026734
.000075915
.000337889
.000016943

Source

192.168.1.100

192.168.1.100

192.168.1.101

192.168.1.101

Destination

192.168.1.101

192.168.1.101

Cisco-Li_92:a8:60 ..

192.168.1.100

SmcNetwo_54:33:53 ..

192.168.1.100

Cisco-Li_92:a8:60 ..

@0

SmcNetwo_54:32:01 ..

Length

Data rate

Transmitter address

00:13:17:54:32:01

00:13:10:92:a8:60

00:13:17:54:33:53

00:13:10:92:a8:60

Receiver address

Source address

00:13:17:54:32:01

00:13:17:54:32:01

00:13:17:54:33:53

00:13:17:54:33:53

Receiver address

00:13:17:54:33:53

00:13:f7:54:33:53

00:13:17:54:32:01

00:13:17:54:32:01

Info
Echo (ping) request

Acknowledgement, Flags=

Echo (ping) request

Acknowledgement, Flags=

Echo (ping) reply

1d=0x099a, ...

id

id

Acknowledgement, Flags=........

Echo (ping) reply

id=0x099a, ...

Acknowledgement, Flags=........



upna

[
Piblica de Navarra
Nafarroako
Unibertsitate Publikoa

Ing entre dos terminales WiFi

No.

=1

® N o u s w N

oo oo o]

me

. 000000000
000016446
000270064
000287857
000314591
000390506
000728395
000745338

Arrival Time

oo oo of)

Sl

.000000000
.000016446
.000253618
.000017793
.000026734
.000075915
.000337889
.000016943

Source

192.168.1.100

192.168.1.100

192.168.1.101

192.168.1.101

Destination Length Data rate  Transmitter address Receiver address Source address Receiver address
192.168.1.101 00:13:17:54:32:01 00:13:17:54:32:01 00:13:7:54:33:53
SmcNetwo_54:32:01 .. 28 12

192.168.1.101 134 48 00:13:10:92:a8:60 00:13:17:54:32:01 00:13:7:54:33:53
Cisco-Li_92:a8:60 .. 28 24

192.168.1.100 134 54 00:13:17:54:33:53 00:13:17:54:33:53 00:13:17:54:32:01
SmcNetwo_54:33:53 .. 28 24

192.168.1.100 134 54 00:13:10:92:a8:60 00:13:17:54:33:53 00:13:17:54:32:01
Cisco-Li_92:a8:60 .. 28 24

Info

Echo (ping) request id=0x@99a,..
Acknowledgement, Flags=
Echo (ping) request id:
Acknowledgement, Flags=
Echo (ping) reply id
Acknowledgement, Flags=........
Echo (ping) reply id=0x099a, ...
Acknowledgement, Flags=........

Fund. Tec. Y Proto. de Red
Area de Ingenieria Telematica

Si miramos solo las tramas de datos tenemos esto:

ICMP RGQUQST ICMP RequesT

ICMP Reply
ICMP Reply




upfa
"> Incluyendo tramas de control

No. Time Arrival Time Source Destination Length Data rate  Transmitter address Receiver address Source address Receiver address Info
1 0.000000000 0.000000000 192.168.1.100 192.168.1.101 00:13:17:54:32:01 192:a8: 00:13:17:54:32:01 00:13:17:54:33:53 Echo (ping) request id=0x@99a,..
2 0.000016446 ©0.000016446 SmcNetwo_54:32:01 .. 28 12 113:17:54:32: Acknowledgement, Flags=........
3 0.000270064 0.000253618 192.168.1.100 192.168.1.101 134 48 00:13:10:92:a8:60 :13:7:54:33: 00:13:17:54:32:01 00:13:f7:54:33:53 Echo (ping) request id:
4 0.000287857 0.000017793 Cisco-Li_92:a8:60 .. 28 24 :10:92:a8: Acknowledgement, Flags=........
5 0.000314591 0.000026734 192.168.1.101 192.168.1.100 134 54 00:13:f7:54:33:53 :13:10:92:a8: 00:13:17:54:33:53 00:13:17:54:32:01 Echo (ping) reply id
6 0.000390506 ©0.000075915 SmcNetwo_54:33:53 .. 28 24 :13:7:54:33: Acknowledgement, Flags=........
7 0.000728395 ©0.000337889 192.168.1.101 192.168.1.100 134 54 00:13:10:92:a8:60 :13:f7:54:32: 00:13:17:54:33:53 00:13:f7:54:32:01 Echo (ping) reply id=0x099a, ...
8 0.000745338 0.000016943 Cisco-Li_92:a8:60 .. 28 24 :13:10:92:a8: Acknowledgement, Flags=........

Fund. Tec. Y Proto. de Red
Area de Ingenieria Telematica

Data
(ECHO Req.)




uphna

Piblica de Navarra
Nafarroako
Unibertsitate Publikoa

Incluyendo tramas de control

No.

=1

® N o u s w N

Fund. Tec. Y Proto. de Red
Area de Ingenieria Telematica

oo oo o]

me

. 000000000
000016446
000270064
000287857
000314591
000390506
000728395
000745338

Arrival Time

oo oo o]

.000000000

000016446
000253618
000017793
000026734
000075915
000337889

.000016943

Source

192.168.1.100

192.168.1.100

192.168.1.101

192.168.1.101

Destination

192.168.1.101

192.168.1.101

Cisco-Li_92:a8:60 ..

192.168.1.100

SmcNetwo_54:33:53 ..

192.168.1.100

Cisco-Li_92:a8:60 ..

@)

SmcNetwo_54:32:01 ..

Length Data rate

ACK

Transmitter address

00:13:17:54:32:01

00:13:10:92:a8:60

00:13:17:54:33:53

00:13:10:92:a8:60

Receiver address

Source address

00:13:17:54:32:01

00:13:17:54:32:01

00:13:17:54:33:53

00:13:17:54:33:53

Receiver address

00:13:17:54:33:53

00:13:f7:54:33:53

00:13:17:54:32:01

00:13:17:54:32:01

Info
Echo (ping) request

Acknowledgement, Flags=

Echo (ping) request

Acknowledgement, Flags=

Echo (ping) reply

1d=0x099a, ...

id

id

Acknowledgement, Flags=........

Echo (ping) reply

id=0x099a, ...

Acknowledgement, Flags=........



upfa
"> Incluyendo tramas de control

]
79
g3
E No. Time Arrival Time Source Destination Length Datarate Transmitter address Receiver address Source address Receiver address Info
.g Q 1 0.000000000 0.000000000 192.168.1.100 192.168.1.101 00:13:17:54:32:01 :13:10:92:a8: 00:13:17:54:32:01 00:13:17:54:33:53 Echo (ping) request 1id=0x@099a,..
() 2 0.000016446 ©0.000016446 SmcNetwo_54:32:01 .. 28 12 113:17:54:32: Acknowledgement, Flags=
. 2
o] 3 0.000270064 0.000253618 192.168.1.100 192.168.1.101 134 48 00:13:10:92:28:60 113:f7:54:33: 00:13:17:54:32:01 00:13:f7:54:33:53 Echo (ping) request id:
"6 \(E 4 0.000287857 ©0.000017793 Cisco-Li_92:a8:60 .. 28 24 :110:92:a8: Acknowledgement, Flags=........
S E 5 0.000314591 0.000026734 192.168.1.101 192.168.1.100 134 54 00:13:f7:54:33:53 :13:10:92:a8: 00:13:17:54:33:53 00:13:17:54:32:01 Echo (ping) reply id
o E 6 0.000390506 ©0.000075915 SmcNetwo_54:33:53 .. 28 24 :13:7:54:33: Acknowledgement, Flags=........
> O 7 0.000728395 ©0.000337889 192.168.1.101 192.168.1.100 134 54 00:13:10:92:a8:60 :13:f7:54:32: 00:13:17:54:33:53 00:13:f7:54:32:01 Echo (ping) reply id=0x099a, ...
d g) 8 0.000745338 0.000016943 Cisco-Li_92:a8:60 .. 28 24 :13:10:92:a8: Acknowledgement, Flags=........
0 —
o
' S]
T g
S o
=5 O
L <T
B

Data
(ECHO Req.)

>
@ &



uphna

Piblica de Navarra
Nafarroako
Unibertsitate Publikoa

Incluyendo tramas de control

No.

=1

® N o u s w N

Fund. Tec. Y Proto. de Red
Area de Ingenieria Telematica

oo oo o]

me

. 000000000
000016446
000270064
000287857
000314591
000390506
000728395
000745338

Arrival Time

oo oo o]

.000000000

000016446
000253618
000017793
000026734
000075915
000337889

.000016943

Source

192.168.1.100

192.168.1.100

192.168.1.101

192.168.1.101

Destination

192.168.1.101

192.168.1.101

Cisco-Li_92:a8:60 ..

192.168.1.100

SmcNetwo_54:33:53 ..

192.168.1.100

Cisco-Li_92:a8:60 ..

@0

SmcNetwo_54:32:01 ..

Length

Data rate

Transmitter address

00:13:17:54:32:01

00:13:10:92:a8:60

00:13:17:54:33:53

00:13:10:92:a8:60

Receiver address

Source address

00:13:17:54:32:01

00:13:17:54:32:01

00:13:17:54:33:53

00:13:17:54:33:53

ACK

Receiver address

00:13:17:54:33:53

00:13:f7:54:33:53

00:13:17:54:32:01

00:13:17:54:32:01

Info
Echo (ping) request

Acknowledgement, Flags=

Echo (ping) request

Acknowledgement, Flags=

Echo (ping) reply

1d=0x099a, ...

id

id

Acknowledgement, Flags=........

Echo (ping) reply

id=0x099a, ...

Acknowledgement, Flags=........



upfa
"> Incluyendo tramas de control

No. Time Arrival Time Source Destination Length Data rate  Transmitter address Receiver address Source address Receiver address Info
1 0.000000000 0.000000000 192.168.1.100 192.168.1.101 00:13:17:54:32:01 :13:10:92:a8: 00:13:17:54:32:01 00:13:17:54:33:53 Echo (ping) request 1id=0x@099a,..
2 0.000016446 ©0.000016446 SmcNetwo_54:32:01 .. 28 12 113:17:54:32: Acknowledgement, Flags=
3 0.000270064 0.000253618 192.168.1.100 192.168.1.101 134 48 00:13:10:92:28:60 113:f7:54:33: 00:13:17:54:32:01 00:13:f7:54:33:53 Echo (ping) request id:
4 0.000287857 0.000017793 Cisco-Li_92:a8:60 .. 28 24 :10:92:a8: Acknowledgement, Flags=........
5 0.000314591 0.000026734 192.168.1.101 192.168.1.100 134 54 00:13:f7:54:33:53 :13:10:92:a8: 00:13:17:54:33:53 00:13:17:54:32:01 Echo (ping) reply id
6 0.000390506 ©0.000075915 SmcNetwo_54:33:53 .. 28 24 :13:7:54:33: Acknowledgement, Flags=........
7 0.000728395 ©0.000337889 192.168.1.101 192.168.1.100 134 54 00:13:10:92:a8:60 :13:f7:54:32: 00:13:17:54:33:53 00:13:f7:54:32:01 Echo (ping) reply id=0x099a, ...
8 0.000745338 0.000016943 Cisco-Li_92:a8:60 .. 28 24 :13:10:92:a8: Acknowledgement, Flags=........

Fund. Tec. Y Proto. de Red
Area de Ingenieria Telematica

Data
(ECHO Rep.)

@0



uphna

Piblica de Navarra
Nafarroako
Unibertsitate Publikoa

Incluyendo tramas de control

No.

=1

® N o u s w N

Fund. Tec. Y Proto. de Red
Area de Ingenieria Telematica

oo oo o]

me

. 000000000
000016446
000270064
000287857
000314591
000390506
000728395
000745338

Arrival Time

oo oo o]

.000000000

000016446
000253618
000017793
000026734
000075915
000337889

.000016943

Source

192.168.1.100

192.168.1.100

192.168.1.101

192.168.1.101

Destination

192.168.1.101

192.168.1.101

Cisco-Li_92:a8:60 ..

192.168.1.100

SmcNetwo_54:33:53 ..

192.168.1.100

Cisco-Li_92:a8:60 ..

@0

SmcNetwo_54:32:01 ..

Length

Data rate

Transmitter address

00:13:17:54:32:01

00:13:10:92:a8:60

00:13:17:54:33:53

00:13:10:92:a8:60

Receiver address

Source address

00:13:17:54:32:01

00:13:17:54:32:01

00:13:17:54:33:53

00:13:17:54:33:53

ACK

Receiver address

00:13:17:54:33:53

00:13:f7:54:33:53

00:13:17:54:32:01

00:13:17:54:32:01

Info
Echo (ping) request

Acknowledgement, Flags=

Echo (ping) request

Acknowledgement, Flags=

Echo (ping) reply

1d=0x099a, ...

id

id

Acknowledgement, Flags=........

Echo (ping) reply

id=0x099a, ...

Acknowledgement, Flags=........



upfa
"> Incluyendo tramas de control

No. Time Arrival Time Source Destination Length Data rate  Transmitter address Receiver address Source address Receiver address Info
1 0.000000000 0.000000000 192.168.1.100 192.168.1.101 00:13:17:54:32:01 :13:10:92:a8: 00:13:17:54:32:01 00:13:17:54:33:53 Echo (ping) request 1id=0x@099a,..
2 0.000016446 ©0.000016446 SmcNetwo_54:32:01 .. 28 12 113:17:54:32: Acknowledgement, Flags=
3 0.000270064 0.000253618 192.168.1.100 192.168.1.101 134 48 00:13:10:92:28:60 113:f7:54:33: 00:13:17:54:32:01 00:13:f7:54:33:53 Echo (ping) request id:
4 0.000287857 0.000017793 Cisco-Li_92:a8:60 .. 28 24 :10:92:a8: Acknowledgement, Flags=........
5 0.000314591 0.000026734 192.168.1.101 192.168.1.100 134 54 00:13:f7:54:33:53 :13:10:92:a8: 00:13:17:54:33:53 00:13:17:54:32:01 Echo (ping) reply id
6 0.000390506 ©0.000075915 SmcNetwo_54:33:53 .. 28 24 :13:7:54:33: Acknowledgement, Flags=........
7 0.000728395 ©0.000337889 192.168.1.101 192.168.1.100 134 54 00:13:10:92:a8:60 :13:f7:54:32: 00:13:17:54:33:53 00:13:f7:54:32:01 Echo (ping) reply id=0x099a, ...
8 0.000745338 0.000016943 Cisco-Li_92:a8:60 .. 28 24 :13:10:92:a8: Acknowledgement, Flags=........

Fund. Tec. Y Proto. de Red
Area de Ingenieria Telematica

Data
(ECHO Rep.)




uphna

Piblica de Navarra
Nafarroako
Unibertsitate Publikoa

Incluyendo tramas de control

No.

=1

® N o u s w N

Fund. Tec. Y Proto. de Red
Area de Ingenieria Telematica

oo oo o]

me

. 000000000
000016446
000270064
000287857
000314591
000390506
000728395
000745338

Arrival Time

oo oo o]

.000000000

000016446
000253618
000017793
000026734
000075915
000337889

.000016943

Source

192.168.1.100

192.168.1.100

192.168.1.101

192.168.1.101

Destination

192.168.1.101

192.168.1.101

Cisco-Li_92:a8:60 ..

192.168.1.100

SmcNetwo_54:33:53 ..

192.168.1.100

Cisco-Li_92:a8:60 ..

SmcNetwo_54:32:01 ..

Length Data rate

ACK

Transmitter address

00:13:17:54:32:01

00:13:10:92:a8:60

00:13:17:54:33:53

00:13:10:92:a8:60

Receiver address

Source address

00:13:17:54:32:01

00:13:17:54:32:01

00:13:17:54:33:53

00:13:17:54:33:53

Receiver address

00:13:17:54:33:53

00:13:f7:54:33:53

00:13:17:54:32:01

00:13:17:54:32:01

Info
Echo (ping) request

Acknowledgement, Flags=

Echo (ping) request

Acknowledgement, Flags=

Echo (ping) reply

1d=0x099a, ...

id

id

Acknowledgement, Flags=........

Echo (ping) reply

id=0x099a, ...

Acknowledgement, Flags=........



[
Piblica de Navarra

Nafarroako
Unibertsitate Publikoa

uphna

Contenido de las tramas

S
-8 :.8 No. Time Arrival Time Source Destination Length Data rate Trar:smifter?ddr No. Time ‘Arrival Time Source Destination Length Data rate
(04 1 0. 2. 192.168.1.100  192.168.1.101 134 12 00:13:17:54 1 0.000000000 0.000000000 192.168.1.100  192.168.1.101 134 12
Py IS 2 0.000016446 0.000016446 SmcNetwo_54:32:01 .. 28 12 > 0.000016446 0. 000016446 SmcNetun 54:32:01 28 12
) o . .0000 _54:32:01 ..
S = 3 0.000270064 0.000253618 192.168.1.100 1?2.16811.101 134 48 00:13:10:92 ‘_* 3 0.000270064 ©0.000253618  192.168.1.100 192.168.1.101 134 48
2 4 0.000287857 ©0.000017793 Cisco-Li 92:a8:60 .. 28 24 4 0.000287857 0.000017793 Cisco-Li_02:a8:60 .. 28 24
0 : oLilioto odlidindo HEERT/E — 5o0. 14591 0. 734 192.168.1.101  192.168.1.1 134 54
S 5 0.000314591 0.000026734 192.168.1.101  192.168.1.100 134 54 00:13:17:54 b e e (L (L s -
o2 6 0.000390506 0.000075915 SmcNetwo_54:33:53 . 28 24 & 0.000390506 0000075915 SmcNetwo_54:33:53 .. %8 24
s 7 0.000728395 0.000337889  192.168.1.101  192.168.1.100 134 54 00:13:10:92 770000725395 0.000337889 1927168715101 1921687 1,100 134954
> IS 8 0.000745338  0.000016943 Cisco-Li_92:28:60 .. 28 24 8 0.000745338 0.000016943 Cisco-Li_92:a8:60 .. 28 24
()
D - - - -
[S I » Frame 1: 134 bytes on wire (1072 bits), 134 bytes captured (1072 bits) on interface @ » Frame 3: 134 bytes on wire (1072 bits), 134 bytes captured (1072 bits) on interface @
ﬁ ; > Radiotap Header v@, Length 18 » Radiotap Header v@, Length 18
.o » 802.11 radio information » 802.11 radio information
T » IEEE 802.11 Data, Flags: ....... T ICCC 000 11 nos £l c
c g » Logical-Link Control
> \k v Internet Protocol Version 4, Src: 192.168.1.100, Dst 92.168.1.101
TS 0100 .... = Version: 4

Idéntico hacia y desde el AP
(bridging)

. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@0 (DSCP: CS@, E(
Total Length: 84
Identification: @xc38b (50059)

» Flags: 0x@2 (Don't Fragment)

Fragment offset: @

v

Time to live: 64 <

> Time to live: 64

Protocol: ICMP (1)

Protocol: ICMP (1)

Header checksum: 0xf303 [validation disabled] <
[Header checksum status: Unverified]

Source: 192.168.1.100

Destination: 192.168.1.101

[Source GeoIP: Unknown]

> Header checksum: @xf303 [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.1.100
Destination: 192.168.1.101
[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]
» Internet Control Message Protocol

[Destination GeoIP: Unknown]
» Internet Control Message Protocol

agoy 00 00 12 08 2e 43 86 00 00 18 6c 99 cb 60 cc 01 0010 0@ 00 88 02 2c 00 00 13 7 54 33 53 00 13 10 92
0010 00 00 08 01 34 00 00 13 10 92 a8 60 00 13 f7 54 .
0020 32 01 @0 13 7 54 33 53 40 9b aa aa 03 00 00 00 2.... .. 0020 a8 60 00 13 f7 54 32 01 a0 6d aa aa 03 00 00 00
0030 08 00 45 00 00 54 c3 8b 4@ 00 40 01 3 03 cO a8
0030 08 00 45 00 00 54 c3 8b 40 00 4@ 01 f3 @3 0 a8 ..E..T.. @.@..
0040 @1 64 cO a8 01 65 08 @0 99 bo @9 9a 02 1f 2f 61
0040 01 64 cO a8 @1 65 08 00 99 b® 09 92 02 1f 2f 61 .dess€.n +en.. ; 6
0050 f0 59 00 00 @0 00 6a 08 ©0a 00 00 00 00 00 10 11 .. 0050 t0 59 00 00 00 00 Ga 68 @a 00 00 00 00 00 10 11

i 0060 12 13 14 15 16 17 18 19 1a 1b lc 1d le 1f 20 21
one %g ;g ;ﬁ ;2 ;g ;; ;g ;g 2 ;g b %g e ;; gg gi el 0070 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31  “#$&' () *+,—./01

UH#$%&" () Kk, -
0080 32 33 34 35 36 37 234567 ) KCEOY 32 33 34 35 36 37 234567

0000 00 00 12 00 2e 48 00 00 00 60 6c 09 co 00 df 01 .....H.. . l.....

Data
(ECHO Req.)



uphna

Piblica de Navarra
Nafarroako
Unibertsitate Publikoa

S

-8 :.8 No. Time Arrival Time Source Destination Length Data rate Trar:smifter?ddr No. Time Arrival Time Source Destination Length Datarate  Transmitte
S 1 0.000000000 0.000000000 192.168.1.100  192.166.1.101 i CIBEERI/B 1 0.000000000 ©.000000000 192.168.1.100  192.168.1.101 134 12
Q0 3 0-000270054 0.é00253618 192.168.1.100  192.168.1.101 o 134 48 00:13:10:92 2 0.000018446 _9.000016146 SneNetuo_54:32:01 . 28 2
b o] ?B A 0.000287857 0'000017793 . " Cis;o—L; 62'38'60 28 24 e ‘—+ 3 0.000270064 ©0.000253618 192.168.1.100 192.168.1.101 134 48

- = : * —Teeo - 4 0.000287857 ©0.000017793 Cisco-Li_92:a8:60 .. 28 24
S 5 0.000314591 ©0.000026734 192.168.1.101  192.168.1.100 134 54 00513575548 Wimns76- 000314591705 0000267347 1925168 TIT0 TN 1925 163715100 134 54
o2 6 0.000390506 0.000075915 SmcNetwo_54:33:53 .. 28 24 6 0.000390506 0.000075915 SmcNetwo_ 54:33:53 .. 28 24
E & 7 0.000728395 0.000337889  192.168.1.101  192.168.1.100 134 54 00:13:10:92 7 0.000728395 ©.000337889 192.168.1.101  192.168.1.100 134 54
- gg 8 0.000745338 0.000016943 Cisco-Li_92:a8:60 .. 28 24 8 0.000745338 ©0.000016943 Cisco-Li_92:a8:60 .. 28 24
1) Eg’ > Frame 1: 134 bytes on wire (1072 bits), 134 bytes captured (1072 bits) on interface 0 » Frame 3: 134 bytes on wire (1072 bits), 134 bytes captured (1072 bits) on interface @
¢2 © » Radiotap Hgadgr vo, Lgngth 18 » Radiotap Header v@, Length 18

.o » 802.11 radio information » 802.11 radio information
b o] © » IEEE 802.11 Data, Flags: ....... T » IEEE 802.11 Data, Flags: ..
c o) » Logical-Link Control » Logical-Link Control
E\% v Internet Protocol Version 4, Src: 192.168.1.100, Dst: 192.165.1.101 v Internet Proteocoi Version 4, Src: 192.168.1.100, Dst: 192.168.1.101

0100 .... = Version: 4 210

60 .... = Version: 4
. 0101 = Header Length: 20 bytes (5) . 0101 = Header Length: 20 bytes (5)
Differentiated Services Fie
Total Length: 84 ®

Solo ha cambiado la cabecera 802.11.

» Flags: 0x@2 (Don't Fragment
Fragment offset: @

Tt e Cambian las direcciones MAC y que primero

Header checksum: 0xf303 [va

i va hacia el DS y luego viene del DS

Destination: 192.168.1.101

v

[Source GeoIP: Unknown] [Source GeoIP: Unknown]
[Destination GeoIP: Unknownl [Destination GeoIP: Unknown]
» Internet Control Message Protocol » Internet Control Message Protocol

0000 00 00 12 00 2e 48 00 00 00 60 6C @9 c0 00 df 01
0010 00 00 08 02 2c 00 00 13 f7 54 33 53 00 13 10 92
0020 a8 60 00 13 f7 54 32 01 a0 6d aa aa 03 00 00 00
0030 08 00 45 00 00 54 c3 8b 40 00 40 01 f3 @3 cO a8
0040 01 64 c0 a8 01 65 08 00 99 b0 09 9a 02 1f 2f 61

0000 00 00 12 00 2e 48 00 00 00 18 6C 09 cO 00 cc 01
0010 00 00 08 @1 34 00 @0 13 10 92 a8 60 @0 13 f7 54 ..
0020 32 01 00 13 f7 54 33 53 40 9b aa aa 03 00 00 00 2....
0030 08 00 45 00 00 54 c3 8b 40 00 40 01 f3 03 cO a8 ..E..
e FE R T M RNt m
0060 12 13 14 15 16 17 18 19 1a 1b 1c 1d e 1f 20 21  +eveeeese on ! 0060 12 13 14 15 16 17 18 19 1a 1b 1c 1d le 1f 20 21 ......
0070 22 23 24 75 26 27 28 29 2a 2b 2¢ 24 20 2f 30 31 MR L) wenen ol 0070 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31  "#§%&' () *+,-./01
A2 B g o 0080 32 33 34 35 36 37 234567

Data
(ECHO Req.)



uphna

Publica de Navarra
Nafarroako
Unibertsitate Publikoa

Direcciones MAC

No.

=1

® N o u s w N

Fund. Tec. Y Proto. de Red
Area de Ingenieria Telematica

oo oo o]

me

. 000000000
000016446
000270064
000287857
000314591
000390506
000728395
000745338

Arrival Time

oo oo o]

.000000000

000016446
000253618
000017793
000026734
000075915
000337889

.000016943

Destination
192.168.1.101
SmcNetwo_54:32:01 ..
192.168.1.101
Cisco-Li_92:a8:60 ..
192.168.1.100
SmcNetwo_54:33:53 ..
192.168.1.100
Cisco-Li_92:a8:60 ..

Source

192.168.1.100
192.168.1.100
192.168.1.101

192.168.1.101

@0

00:13:£7:54:32:01

Length

00:13:10:92:a8:60

Data rate

Transmitter address

00:13:17:54:32:01

00:13:10:92:a8:60

00:13:17:54:33:53

00:13:10:92:a8:60

Receiver address

Source address

00:13:17:54:32:01

Info

Echo (ping) request id=0x@99a,..
Acknowledgement, Flags=
Echo (ping) request id:
Acknowledgement, Flags=
Echo (ping) reply id
Acknowledgement, Flags=........
Echo (ping) reply id=0x099a, ...
Acknowledgement, Flags=........

Receiver address

00:13:17:54:33:53

00:13:17:54:32:01 00:13:17:54:33:53

00:13:17:54:33:53 00:13:17:54:32:01

00:13:17:54:33:53 00:13:17:54:32:01

00:13:£f7:54:33:53



uphna

Piblica de Navarra

Nafarroako
Unibertsitate Publikoa

Direcciones MAC

No. Time Arrival Time Source Destination Length Data rat

1 0.000000000 ©0.000000000 192.168.1.100 192.168.1.101

2 0.000016446 ©0.000016446 SmcNetwo_54:32:01 .. 28 12
3 0.000270064 0.000253618 192.168.1.100 192.168.1.101 134 48
4 0.000287857 0.000017793 Cisco-Li_92:a8:60 .. 28 24
5 0.000314591 0.000026734 192.168.1.101 192.168.1.100 134 54
6 0.000390506 ©0.000075915 SmcNetwo_54:33:53 .. 28 24
7 0.000728395 0.000337889 192.168.1.101 192.168.1.100 134 54
8 0.000745338 0.000016943 Cisco-Li_92:a8:60 .. 28 24

Transmitter address

00:13:17:54:32:01

00:13:10:92:a8:60

00:13:17:54:33:53

00:13:10:92:a8:60

Fund. Tec. Y Proto. de Red
Area de Ingenieria Telematica

Interfaz WiFi que envia la frama

00:13:10:92:a8:60

@0

00:13:£7:54:32:01

Receiver address

Source address

00:13:17:54:32:01

00:13:17:54:32:01

00:13:17:54:33:53

00:13:17:54:33:53

Receiver address

00:13:17:54:33:53

00:13:f7:54:33:53

00:13:17:54:32:01

00:13:17:54:32:01

Info

Echo (ping) request id=0x@99a,..
Acknowledgement, Flags=
Echo (ping) request id:
Acknowledgement, Flags=
Echo (ping) reply id
Acknowledgement, Flags=........
Echo (ping) reply id=0x099a, ...
Acknowledgement, Flags=........

00:13:£f7:54:33:53




Direcciones MAC

No. Time Arrival Time Source Destination Length Data ratg Transmitter address Receiver address ource address Receiver address Info
1 0.000000000 0.000000000 192.168.1.100 192.168.1.101 134 12 00:13:17:54:32:01 0:13:7:54:32:01 00:13:17:54:33:53 Echo (ping) request id=0x@99a,..
2 0.000016446 ©0.000016446 SmcNetwo_54:32:01 .. 28 12 113:17:54:32: Acknowledgement, Flags=
3 0.000270064 0.000253618 192.168.1.100 192.168.1.101 134 48 00:13:10:92:28:60 113:f7:54:33: P0:13:17:54:32:01 00:13:f7:54:33:53 Echo (ping) request id:
4 0.000287857 0.000017793 Cisco-Li_92:a8:60 .. 28 24 :10: Acknowledgement, Flags=........
5 0.000314591 0.000026734 192.168.1.101 192.168.1.100 134 54 00:13:f7:54:33:53 :13:10:92:a8: 90:13:f7:54:33:53 00:13:17:54:32:01 Echo (ping) reply id
6 0.000390506 ©0.000075915 SmcNetwo_54:33:53 .. 28 24 :13:7:54:33: Acknowledgement, Flags=........
7 0.000728395 ©0.000337889 192.168.1.101 192.168.1.100 134 54 00:13:10:92:a8:60 :13:f7:54:32: P0:13:7:54:33:53 00:13:17:54:32:01 Echo (ping) reply id=0x099a, ...
8 0.000745338 0.000016943 Cisco-Li_92:a8:60 .. : Acknowledgement, Flags=........

Fund. Tec. Y Proto. de Red
Area de Ingenieria Telematica

Interfaz WiFi que envia la frama

Interfaz WiFi que debe leer la trama

00:13:10:92:a8:60

@0

00:13:£7:54:32:01
00:13:£7:54:33:53



uphna

Piblica de Navarra

Nafarroako
Unibertsitate Publikoa

Direcciones MAC

No.

=1

® N o u s w N

oo oo o]

me

. 000000000
000016446
000270064
000287857
000314591
000390506
000728395
000745338

Arrival Time Source Destination Length Data rat Transmitter address Receiver address ource address
0.000000000 192.168.1.100 192.168.1.101 00:13:17:54:32:01 0:13:17:54:32:01
0.000016446 SmcNetwo_54:32:01 .. 28 12

0.000253618 192.168.1.100 192.168.1.101 134 48 00:13:10:92:a8:60 90:13:17:54:32:01
0.000017793 Cisco-Li_92:a8:60 .. 28 24

0.000026734 192.168.1.101 192.168.1.100 134 54 00:13:17:54:33:53 90:13:17:54:33:53
0.000075915 SmcNetwo_54:33:53 .. 28 24

0.000337889  192.168.1.101 192.168.1.100 134 54 00:13:10:92:a8:60 P0:13:17:54:33:53
0.000016943 Cisco-Li_92:a8:60 .. 28 24

Fund. Tec. Y Proto. de Red
Area de Ingenieria Telematica

Interfaz WiFi que envia la frama

Receiver address

00:13:17:54:33:53

00:13:f7:54:33:53

00:13:17:54:32:01

00:13:17:54:32:01

Info

Echo (ping) request id=0x@99a,..
Acknowledgement, Flags=
Echo (ping) request id:
Acknowledgement, Flags=
Echo (ping) reply id
Acknowledgement, Flags=........
Echo (ping) reply id=0x099a, ...
Acknowledgement, Flags=........

Interfaz origen de la trama de datos

Interfaz WiFi que debe leer la trama

00:13:10:92:a8:60

@0

00:13:£7:54:32:01

00:13:£f7:54:33:53




upna : :
Direcciones MAC

| | | | |
No. Time Arrival Time Source Destination Length Data ratg Transmitter address Receiver address ource address Receiver address Info
1 0.000000000 0.000000000 192.168.1.100 192.168.1.101 134 12 00:13:17:54:32:01  00:13:10:92:a8:60 20:13:f7:54:32:01 00:13:f7:54:33:53 Echo (ping) request id=0x099a,..
2 0.000016446 ©0.000016446 SmcNetwo_54:32:01 .. 28 12 Acknowledgement, Flags=........
3 0.000270064 0.000253618 192.168.1.100 192.168.1.101 134 48 00:13:10:92:28:60 $0:13:17:54:32:01 00:13:17:54:33:53 W Echo (ping) request id=0x@99%a,..
4 0.000287857 0.000017793 Cisco-Li_92:a8:60 .. 28 24 Acknowledgement, Flags=........
5 0.000314591 0.000026734 192.168.1.101 192.168.1.100 134 54 00:13:f7:54:33:53 90:13:f7:54:33:53 § 00:13:17:54:32:01 § Echo (ping) reply id=0x099a, ...
6 0.000390506 ©0.000075915 SmcNetwo_54:33:53 .. 28 24 Acknowledgement, Flags=........
7 0.000728395 ©0.000337889 192.168.1.101 192.168.1.100 134 54 00:13:10:92:a8:60 P0:13:17:54:33:53 § 00:13:7:54:32:01 B Echo (ping) reply id=0x099a, ...
8 0.000745338 0.000016943 Cisco-Li_92:a8:60 .. 28 24 Acknowledgement, Flags=........

Area de Ingenieria Telematica

Fund. Tec. Y Proto. de Red

Interfaz WiFi que envia la frama

Interfaz origen de la trama de datos
Interfaz WiFi que debe leer la trama )

Interfaz destino de la
trama de datos

00:13:10:92:a8:60

@0

00:13:£7:54:32:01
00:13:£7:54:33:53



Fund. Tec. Y Proto. de Red

O

Area de Ingenieria Telematica

~—  Direcciones MAC: Ejemplo

No.

® N o u s w N

=

oo oo o]

ime Arrival Time Source Destination Length Data ratg Receiver address ource address Receiver address Info

.000000000 0.000000000 192.168.1.100 192.168.1.101 134 12 00:13:17:54:32:01 00:13:10:92:28:60 20:13:f7:54:32:01 00:13:f7:54:33:53 Echo (ping) request id=0x@99a,..
000016446 0.000016446 SmcNetwo_54:32:01 .. 28 12 Acknowledgement, Flags=........
000270064 0.000253618 192.168.1.100 192.168.1.101 134 48 NN:32:01 00:13: 7 Echo (ping) request id=0x099a,..
000287857 0.000017793 Cisco-Li_92:a8:60 .. 28 Acknowledgement, Flags=........
000314591 0.000026734 192.168.1.101 192.168.1.100 00:13:f7:54:33:53 00:13:17:54:32:01 Echo (ping) reply i1d=0x099a, ...
000390506 0.000075915 SmcNetwo_54:33:53 .. :13:7:54:33: Acknowledgement, Flags=........
000728395 0.000337889 192.168.1.101 192.168.1.100 7a8:60 00:13:7:54:32:01 ©00:13:17:54:§3:53 00:13:f7:54:82:01 Echo (ping) reply 1d=0x099a, ...
000745338 0.000016943 Cisco-Li_92:a8:68- 00:13:10: Acknowledgement, Flags=........

Transmite el interfaz del host 1

El origen de la trama es el host 1
\

Recibe el Punto de acceso

El destino es el host 2

00:13:10:92:a8:60

Data
(ECHO Req.)

00:13:£7:54:32:01
00:13:£7:54:33:53




Universid
Piblica de Navarra

uphna

Nafarroako
Unibertsitate Publikoa

irecciones MAC: Ejemplo

No. Time Arrival Time Source Destination Length Data rate  Transmitter address Receiver address Source address Receiver address Info

[ 1 0. 0.000000000 192.168.1.100 192.168.1.101 134 12 00:13:17:54:32:01  00:13:10:92:28:60 00:13:17:54:32:01 00:13:f7:54:33:53 Echo (ping) request id o
2 0.000016446 0.000016446 SmcNetwo_54:32:01 .. 28 12 00:13:17:54: Acknowledgement, Flags=........
3 0.000270064 0.000253618 192.168.1.100 192.168.1.101 134 48 00:13:10:92:28:60  00:13:f7:54: 00:13:17:54:32:01 00:13:17:54:33:53 Echo (ping) request id=0x099a,..
4 0.000287857 ©0.000017793 Cisco-Li_92:a8:60 .. 28 24 00:13:10:92: Acknowledgement, Flags=........
5 0.000314591 0.000026734 192.168.1.101 192.168.1.100 134 54 00:13:f7:54:33:53  00:13:10:92: 00:13:17:54:33:53 00:13:f7:54:32:01 Echo (ping) reply i1d=0x099a, ...
6 0.000390506 ©0.000075915 SmcNetwo_54:33:53 .. 28 24 00:13:f7:54: Acknowledgement, Flags=......
7 0.000728395 0.000337889 192.168.1.101 192.168.1.100 134 54 00:13:10:92:28:60  00:13:f7:54: 00:13:17:54:33:53 00:13:f7:54:32:01 Echo (ping) reply id=0x099a, ...
8 0.000745338 0.000016943 Cisco-Li_92:a8:60 .. 28 24 00:13:10:92: Acknowledgement, Flags=........

Radiotap Header v@, Length 18

802.11 radio information

IEEE 802.11 Data, Flags:
Type/Subtype: Data (0x0020)

v Frame Control Field: 0x0801

..00 = Version: @

»>
»>
»
\4

Fund. Tec. Y Proto. de Red
Area de Ingenieria Telematica

Frame 1: 134 bytes on wire (1072 bits), 134 bytes captured (1072 bits) on interface @

+v.. 10.. = Type: Data frame (2)
0000 .... = Subtype: @
v Flags: 0x01
+vas ..01 = DS status: Frame from STA to DS via an AP (To DS: 1 From DS: @) (@x1)

More Fragments: This is the last fragment
= Retry: Frame is not being retransmitted
= PWR MGT: STA will stay up
= More Data: No data buffered
Protected flag: Data is not protected
Q... = Order flag: Not strictly ordered
.000 0000 0011 0100 = Duration: 52 microseconds
Receiver address: Cisco-Li_92:a8:60 (00:13:10:92:a8:60)
Destination address: SmcNetwo_54:33:53 (00:13:f7:54:33:53)
Transmitter address: SmcNetwo_54:32:01 (00:13:f7:54:32:01)
Source address: SmcNetwo_54:32:01 (00:13:17:54:32:01)
BSS Id: Cisco-Li_92:a8:60 (00:13:10:92:a8:60)
STA address: SmcNetwo_54:32:01 (00:13:17:54:32:01)
wiss sass s 0000 = Fragment number: @
1001 1011 0100 .... = Sequence number: 2484
» Logical-Link Control
» Internet Protocol Version 4, Src: 192.168.1.100, Dst:
» Internet Control Message Protocol

.0..

192.168.1.101

0000 00 00 12 00 2e 48 00 00 00 18 6C 09 cO 00 cc 01
0010 00 00 08 01 34 00 00 13 10 92 a8 60 00 13 f7 54
0020 32 @1 00 13 f7 54 33 53 40 9b aa aa 03 00 00 00
0030 @8 00 45 00 00 54 c3 8b 40 00 40 01 f3 03 cO a8
0040 @1 64 c0 a8 01 65 08 00 99 b0 09 9a 02 1f 2f 61 .d...e..
0050 f@ 59 00 00 00 00 6a 08 0a 00 00 00 00 00 10 11 .Y....j.
0060 12 13 14 15 16 17 18 19 1la 1b 1c 1d le 1f 20 21
0070 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31
0080 32 33 34 35 36 37

veeaaHas

e ()
234567

@2



upna

— Direcciones MAC: Ejemplo

No. Time Arrival Time Source Destination Length Data rate  Transmitter address Receiver address Source address Receiver address Info

\ 1 0. 0.000000000 192.168.1.100 192.168.1.101 134 12 00:13:17:54:32:01  00:13:10:92:28:60 00:13:f7:54:32:01 00:13:f7:54:33:53 Echo (ping) request id e
2 0.000016446 0.000016446 SmcNetwo_54:32:01 .. 28 12 00:13:f7:54:32:01 Acknowledgement, Flags=........
3 0.000270064 0.000253618 192.168.1.100 192.168.1.101 134 48 00:13:10:92:28:60  00:13:7:54:33:53 00:13:17:54:32:01 00:13:f7:54:33:53 Echo (ping) request id=0x099a,..
4 0.000287857 ©0.000017793 Cisco-Li_92:a8:60 .. 28 24 00:13:10:92:a8:60 Acknowledgement, Flags=........
5 0.000314591 0.000026734 192.168.1.101 192.168.1.100 134 54 00:13:17:54:33:53  00:13:10:92:a28:60 00:13:17:54:33:53 00:13:f7:54:32:01 Echo (ping) reply id=0x099a, ...
6 0.000390506 0.000075915 SmcNetwo_54:33:53 .. 28 24 : Acknowledgement, Flags=........
7 0.000728395 0.000337889 192.168.1.101 192.168.1.100 134 54 00:13:10:92:a8:60 00:13:17:54:33:53 00:13:f7:54:32:01 Echo (ping) reply id=0x099a, ...
8 0.000745338 0.000016943 Cisco-Li_92:a8:60 .. 28 24 Acknowledgement, Flags=........

Frame 1: 134 bytes on wire (1072 bits), 134 bytes captured (1072 bits) on interface @
Radiotap Header v@, Length 18
802.11 radio information
IEEE 802.11 Data, Flags: ....... T
Type/Subtype: Data (0x0020)

v Frame Control Field: 0x0801

...... 00 = Version: Tr‘ama de daTOS
. 10.. = Type: Data frame (2)
= Subtype: @

DS status: Frame from STA to DS via an AP (To DS: 1 From DS: @) (Oxl)\ va de una QSTGCio,n (STA) al Dis‘l‘r‘ibu"'ion

v vy

Fund. Tec. Y Proto. de Red
Area de Ingenieria Telematica

More Fragmenté: This i§ the last fragment . . .
Retry: Frane is not being retransnitted System (DS). La funcionalidad de bridge
I:i;:ez?azzz.f'{‘:g?a;:t:uze;:: protected del AP 65 par‘Te del DS.

Quvs wuns Order flag: Not strictly ordered
.000 0000 0011 0100 = Duration: 52 microseconds
Receiver address: Cisco-Li_92:a8:60 (00:13:10:92:a8:60)
Destination address: SmcNetwo_54:33:53 (00:13:f7:54:33:53)
Transmitter address: SmcNetwo_54:32:01 (00:13:f7:54:32:01)
Source address: SmcNetwo_54:32:01 (00:13:f7:54:32:01)
BSS Id: Cisco-Li_92:a8:60 (00:13:10:92:a8:60)

Duracion, para que el resto de STAs sepan
A e e T (e el tiempo que va a estar ocupado el medio.
N Logliecaall_ll_ailn:t( cloonatr.o.l.. = Sequence number: 2484 Incluye al ACK.

» Internet Protocol Version 4, Src: 192.168.1.100, Dst: 192.168.1.101
» Internet Control Message Protocol

0000 00 00 12 00 2e 48 00 00 00 18 6C 09 cO 00 cc 01 ..... Hoo wilouas
0010 00 00 08 01 34 00 00 13 10 92 a8 60 00 13 f7 54
0020 32 01 00 13 f7 54 33 53 40 9b aa aa 03 00 00 00
0030 @8 00 45 00 00 54 c3 8b 40 00 40 01 f3 03 cO a8
0040 @1 64 c0 a8 01 65 08 00 99 bo 09 9a 02 1f 2f 61
0050 @ 59 00 00 00 00 6a 08 0a 00 00 00 00 00 10 11
0060 12 13 14 15 16 17 18 19 1la 1b 1c 1d le 1f 20 21
0070 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 "#$%&'() *+,-./01
0080 32 33 34 35 36 37 234567

@2



Fund. Tec. Y Proto. de Red

®
L
o
S
g
2
2
R
N
2
s
@
>
N
£
®
S
®
S
<

Direcciones MAC: Ejemplo

>
>
>
v

Frame 1: 134 bytes on wire (1072 bits), 134 bytes captured (1072
Radiotap Header v@, Length 18
802.11 radio information
IEEE 802.11 Data, Flags: ..uuasaT

Type/Subtype: Data (0x0020)
v Frame Control Field: 0x0801

..00 = Version: 0

= Type: Data frame (2)
Subtype: 0

bits) on interface @

| No hay 5 direcciones en la frama !
Hay solo 3

=
S
|

0000
v Flags:

0x01
..01 = DS status: Frame from STA to DS via an AP (To DS: 1 From DS:
More Fragments: This is the last fragment

Retry: Frame is not being retransmitted

x1)

= PWR MGT: STA will stay up

More Data: No data buffered
Protected flag: Data is not

Destination address:

Transmitter address:

T : :
Schetwo 54:33:53 (00 13 f7 54:33:53)
SmcNetwo_54:32:01 (00:13:17:54:32:01)

Source address:

SmcNetwo_54:32:01 (00:13:7:54:32:01)
BSS Id: Cisco-Li_92:a8:60 (00:13:10:92:a8:60)

STA address:

1001 1011 0100 .... = Sequence number:
» Logical-Link Control
» Internet Protocol Version 4, Src:
» Internet Control Message Protocol

SmcNetwo_54:32:01 (00:13:
0000 = Fragment number: ©

192.168.1.100, Dst:

£7:54:32:01)

2484

192.168.1.101

0000 00 00 00 0l  .uunn Hoo wolinuns

0010 00 00 Y S | l
0020 @0 00 00 2....T3S @.evvn..

0030 0 00 wEelTow @u@evnns

0040 @1 64 cO a8 01 65 08 oo 99 bo 09 9a 02 1f 2f 61 .d...e.. ...... /a

0050 0 59 00 00 00 00 6a 08 @a 00 00 00 00 00 10 11 .Y....j. +uoevuens

0060 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21  .uevuven vunnss !

0070 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31  "#$%&'() *+,-./01

0080 32 33 34 35 36 37 234567

@2




Direcciones MAC: Ejemplo

®
oS
n:"g » Frame 1: 134 bytes on wire (1072 bits), 134 bytes captured (1072 bits) on interface @
4% K% » Radiotap Header v@, Length 18
.12 » 802.11 radio information
.g RoB v IEEE 802.11 Data, Flags: .......T
& 3 Type/Subtype: Data (0x0020)
IS v Frame Control Field: 0x0801
> O :
S &)} ..00 = Version: 0
e s «v:. 10.. = Type: Data frame (2)
F9 0000 .... = Subtype: 0
2o v Flags: 0x01
dE‘EE ..01 = DS status: Frame from STA to DS via an AP (To DS: 1 From DS: @) (@x1)
.0.. = More Fragments: This is the last fragment
.+ 0... = Retry: Frame is not being retransmitted
4@ .... = PWR MGT: STA will stay up

..0. .... = More Data: No data buffered En una Tr‘ama que va de una STA al DS el

.0.. .... = Protected flag: Data is not protected | | |

0. Order flag: Not strictly ordered Tr‘asm'sor y el Or'lgen Son el mlsmo

.000 0000 0011 0100 = Duration: 52 microseconds

Receiver address: Cisco-Li_92:a8:60 (00:13:10:92:a8:60)

Destination address: SmcNetwo_54:33:53 (00:13:f7:54:33:53)

Transmitter address: SmcNetwo_54:32:01 (00:13:17:54:32:01)

Source address: SmcNetwo_54:32:01 (00:13:f7:54:32:01)

BSS Id: Cisco-Li_92:28:60 (00:13:10:92:a8:60)

STA address: SmcNetwo_54:32:01 (00:13:7:54:32:01)
........ 0000 = Fragment number: @

1001 1011 0100 .... = Sequence number: 2484

» Logical-Link Control

» Internet Protocol Version 4, Src:

» Internet Control Message Protocol

192.168.1.100, Dst: 192.168.1.101

0000 00 00 0 2e 48 H e 09 ’4 00 0l ... H.. | .

0010 00 00 13 oo aofao 0oo oool] l_
0020 00 00 00 2....T3S @uu:vnx-

0030 0 00 WETes @@ennss

0040 @1 64 cO a8 01 65 68 00 99 b0 09 92 02 1f 2f 61  .d...e.. snnir. /a

0050 f0 59 00 00 00 00 6a @8 ©0a 00 00 00 00 @0 10 11  .Y....j: weueusss

0060 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1€ 1f 20 21  sevuvusr senses !

0070 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31  "#3%&'() *+,-./01

0080 32 33 34 35 36 37 234567

@2




Direcciones MAC: Ejemplo

Frame 1: 134 bytes on wire (1072 bits), 134 bytes captured (1072 bits) on interface @
Radiotap Header v@, Length 18
802.11 radio information
IEEE 802.11 Data, Flags: ..uuasaT
Type/Subtype: Data (0x0020)
v Frame Control Field: 0x0801

>
>
>
v

®
L
o
S
g
2
2
R
N
2
s
@
>
N
£
®
S
®
g
<

Fund. Tec. Y Proto. de Red

..00 = Version: 0
«v:. 10.. = Type: Data frame (2)
0000 .... = Subtype: 0
v Flags: 0x01
. ..01 = DS status: Frame from STA to DS via an AP (To DS: 1 From DS: @) (@x1)
.0.. = More Fragments: This is the last fragment
+evs 0... = Retry: Frame is not being retransmitted
2@ ..v. = PWR MGT: STA will stay up
..0. .... = More Data: No data buffered En una Tr‘ama que va de una STA al DS
.0.. .... = Protected flag: Data is not protected 1 1A
0... .... = Order flag: Not strictly ordered el SSID es Ia dlr‘eCCIOH MAC del
, =-Durationi—5i-n ‘ receptor, ya que es el Access Point
Receiver address: Cisco-Li_92:a8:60 (00:13:10:92:a8:60)

T T33:53 (00 13:17:54;
Transmitter address: Schetwo 54:32:01 (00:13:7:54:32: 01)
Couy A . __C
BSS Id: Cisco-Li_92:a8:60 (00:13:10:92:a8:60)
“STA JO0TES5: SMCNEIWO. S8:32 01 (00 13 17:54:32:01)

........ 0000 = Fragment number: @

1001 1011 0100 .... = Sequence number: 2484
» Logical-Link Control
» Internet Protocol Version 4, Src: 192.168.1.100, Dst: 192.168.1.101
» Internet Control Message Protocol

0000 00 00 0 2e 48 H e 09 00 0l ... Hoo wolinuns

0010 00 00 13 oo aofao 0oo oool] |
0020 00 00 00 2....T3S @uu:vnx-

0030 0 00 WETes @@ennss

0040 @1 64 cO a8 01 65 68 00 99 b0 09 92 02 1f 2f 61  .d...e.. snnir. /a

0050 f0 59 00 00 00 00 6a @8 ©0a 00 00 00 00 @0 10 11  .Y....j: weueusss

0060 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1€ 1f 20 21  sevuvusr senses !

0070 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31  "#3%&'() *+,-./01

0080 32 33 34 35 36 37 234567

@2




Direcciones MAC: Ejemplo

>
>
>
v

Frame 1: 134 bytes on wire (1072 bits), 134 bytes captured (1072 bits) on interface @
Radiotap Header v@, Length 18
802.11 radio information

®
L
o
S
g
2
2
R
N
2
s
@
>
N
£
®
S
®
g
<

Fund. Tec. Y Proto. de Red

IEEE 802.11 Data, Flags: ..uuasaT
Type/Subtype: Data (0x0020)
v Frame Control Field: 0x0801
..00 = Version: 0
= Type: Data frame (2)
Subtype: 0

=
S
|

0000 ....
v Flags: 0x01
..01 = DS status: Frame from STA to DS via an AP (To DS: 1 From DS: @) (@x1)
.0.. = More Fragments: This is the last fragment
@0... = Retry: Frame is not being retransmitted

= PWR MGT: STA will stay up

More Data: No data buffered
Protected flag: Data is not protected
Order flag: Not strictly ordered

.000 0000 0011 0100 = Duration: 52 microseconds
Receiver address: Cisco-Li _92:a8:60 (00:13:10:92:a8:60)

Destination address Schetwo 54:33:53 (00:13:f7:54:33:53)

Source address Schetwo 54: 32 01 (00 13: f7 54 32 01)
BSS Id: Cisco-Li_92:a8:60 (00:13:10:92:a8:60)
STA address: SmcNetwo_54:32:01 (00:13:7:54:32:01)

........ 0000 = Fragment number: @
1001 1011 0100 .... = Sequence number: 2484
» Logical-Link Control
» Internet Protocol Version 4, Src: 192.168.1.100, Dst:
» Internet Control Message Protocol

192.168.1.101

0000 00 00 0 2e 48 H e 09 ’4 00 0l ... Hoo wolinuns
0010 00 00 13 oo aofao 0oo oool]
0020 00 00 00 2....T3S @uu:vnx-
0030 0 00 WETes @@ennss
0040 @1 64 cO a8 01 65 68 00 99 b0 09 92 02 1f 2f 61  .d...e.. snnir. /a
0050 f0 59 00 00 00 00 6a @8 ©0a 00 00 00 00 @0 10 11  .Y....j: weueusss

0060 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1le 1f 20 21 ...iveus susnus !
0070 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 "#$%&'() *+,-./01
0080 32 33 34 35 36 37 234567

Y finalmente tenemos la direccidn del
host destino

@2




uphna

Piblica de Navarra

Data rate

No. Time Arrival Time Source Destination Length Data rate  THansmitter address Receiver address Source address Receiver address Info
0.000000000 ©.000000000 92.168 00 92.168 0 4 0 00 4 01 00 4 o (ping) reque d=0x099a
2 0.000016446 ©0.000016446 SmcNetwo_54:32:01 .. 12 Acknowledgement, Flags=
3 0.000270064 0.000253618 192.168.1.100 192.168.1.101 il 48 :13:10:92:a8:60 00:13:17:54:32:01 00:13:f7:54:33:53 Echo (ping) request id:
4 0.000287857 0.000017793 Cisco-Li_92:a8:60 .. 24 Acknowledgement, Flags=........
5 0.000314591 0.000026734 192.168.1.101 192.168.1.100 i 54 :113:%7:54:33:53 00:13:17:54:33:53 00:13:17:54:32:01 Echo (ping) reply id
6 0.000390506 ©0.000075915 SmcNetwo_54:33:53 .. 24 Acknowledgement, Flags=........
7 0.000728395 0.000337889 192.168.1.101 192.168.1.100 al 54 :13:10:92:a8:60 00:13:17:54:33:53 00:13:f7:54:32:01 Echo (ping) reply id=0x099a, ...
8 0.000745338 0.000016943 Cisco-Li_92:a8:60 .. 24 Acknowledgement, Flags=........

Fund. Tec. Y Proto. de Red

Area de Ingenieria Telematica

La velocidad de transmision no es la misma para todas las tramas

00:13:10:92:a8:60

@0

00:13:£7:54:32:01
00:13:£7:54:33:53



u Universidad

Piblica de Navarra
Nafarroako
Unibertsitate Publikoa

No. Time Arrival Time Source Destination Length DataTate] Transmitter address Receiver address Source address Receiver address Info
1 0.000000000 0.000000000 192.168.1.100 192.168.1.101 12 00:13:17:54:32:01 :13:10:92:a8: 00:13:17:54:32:01 00:13:17:54:33:53 Echo (ping) request 1id=0x@099a,..
2 0.000016446 ©0.000016446 SmcNetwo_54:32:01 .. y, T 113:f7:54:32: Acknowledgement, Flags=
3 0.000270064 0.000253618 192.168.1.100 192.168.1.101 i, “ 00:13:10:92:a8:60 :13:7:54:33: 00:13:17:54:32:01 00:13:17:54:33:53 Echo (ping) request id
4 0.000287857 0.000017793 Cisco-Li_92:a8:60 .. 3 :10:92:a8: Acknowledgement, Flags=........
5 0.000314591 0.000026734 192.168.1.101 192.168.1.100 134 54 00:13:f7:54:33:53 :13:10:92:a8: 00:13:17:54:33:53 00:13:17:54:32:01 Echo (ping) reply id
6 0.000390506 ©0.000075915 SmcNetwo_54:33:53 .. 28 24 :13:7:54:33: Acknowledgement, Flags=........
7 0.000728395 ©0.000337889 192.168.1.101 192.168.1.100 134 54 0Q:13:10:92:a8:60 :13:f7:54:32: 00:13:17:54:33:53 00:13:f7:54:32:01 Echo (ping) reply id=0x099a, ...
8 0.000745338 0.000016943 Cisco-Li_92:a8:60 .. 28 24 :13:10:92:a8: Acknowledgement, Flags=........

Fund. Tec. Y Proto. de Red
Area de Ingenieria Telematica

Ni siquiera tiene que ser la misma entre que
se entrega al AP y él la entrega al destino

00:13:10:92:a8:60

Data

Dat
(ECHO Req.) h

(ECHO Req.)

@l

00:13:£7:54:32:01
00:13:£7:54:33:53



Acknowledgement

®

8 ..% No. Time Arrival Time Source Destination Length Data rate  Transmitter address Receiver address
04 g 1 0.000000000 0.000000000 192.168.1.100 192.168.1.101 134 12 00:13:17:54:32:01  00:13:10:92::
G | 2 0.000016446 0.000016446 SmcNetwo_54:32:01 .. 28 12 00:13:f7:54::
1? ﬁE 3 0.000270064 ©0.000253618 192.168.1.100 192.168.1.101 134 48 00:13:10:92:a8:60  00:13:f7:54:!
52 © 4 0.000287857 0.000017793 Cisco-Li_92:a8:60 .. 28 24 00:13:10:92:¢
o Eg 5 0.000314591 0.000026734 192.168.1.101 192.168.1.100 134 54 00:13:17:54:33:53  00:13:10:92::
n-'E 6 0.000390506 0.000075915 SmcNetwo_54:33:53 .. 28 24 00:13:7:54::
>f g% 7 0.000728395 ©0.000337889 192.168.1.101 192.168.1.100 134 54 00:13:10:92:a8:60  00:13:f7:54:!
8 £ 8 0.000745338 0.000016943 Cisco-Li_92:a8:60 .. 28 24 00:13:10:92:¢
= o

' S]
}g g » Frame 2: 28 bytes on wire (224 bits), 28 bytes captured (224 bits) on interface @
ﬁf‘éf » Radiotap Header v@, Length 18

» 802.11 radio information
v IEEE 802.11 Acknowledgement, Flags: ........
Type/Subtype: Acknowledgement (0x001d)

v F Control Field: 0xd400 . .z .
e 00 = Version: | Trama de confirmacién (subtipo de tramas de control)
vve. 01.. = Type: Control frame (1)
1101 .... = Subtype: 13

v Flags: 0x00
..00 = DS status: Not leaving DS or network is operating in AD-HOC mode (To DS: @ From DS: @) (0x0)
.0.. = More Fragments: This is the last fragment
«v. 0... = Retry: Frame is not being retransmitted
+e:® .... = PWR MGT: STA will stay up
..0. .... = More Data: No data buffered
.0.. .... = Protected flag: Data is not protected
0... .... = Order flag: Not strictly ordered No pasa por' el DS
.000 0000 0000 0000 = Duration: @ microseconds
Receiver address: SmcNetwo_54:32:01 (00:13:7:54:32:01)

0000 00 00 12 00 2e 48 00 00 00 18 6C 09 cp 00 dd 01 ..... Hoo walauans
0010 00 00 d4 00 00 00 00 13 f7 54 32 01 /] = iieeess «12.

Solo incluye la direccion MAC del
receptor (el que envié la de datos)

@



