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1.- INTRODUCCION

¢, Por qué existen los protocolos domoticos?

Web browser -‘

OZW772... Internet

: .'. Intranet
o O [0
USB |- ‘ “| Ethernet i =

Router

KNX TP1

Porque es imprescindible una comunicacién cuando el entorno es de tipo
distribuido - > EL PODER DE LAS TELECOMUNICACIONES
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1.- INTRODUCCION

Conoceremos protocolos de comunicacion en sistemas domaoticos

s Para qué?
1. Desarrollo de aplicaciones de supervision para PCs (SCADAS)
2. Desarrollo de dispositivos domaéticos
3. Desarrollo de aplicaciones de control para moviles

4. Generacion de aplicaciones de alto nivel anadido
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1.- INTRODUCCION (SCADAS)

Supervisory Control And Data Acquisition
Aplicaciones para PCs que permiten:
1. Envio de ordenes a los dispositivos de una instalacion
2. Supervision de estado de los elementos controlados

3. Almacenamiento de datos histéricos (consumo, alarmas etc.)
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1.- INTRODUCCION (SCADAS)

Supervisory Control And Data Acquisition
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1.- INTRODUCCION (DISPOSITIVOS)
El desarrollo de dispositivos requiere:
1. Conocimiento del protocolo

2. Conocimientos de electronica digital

3. Dinero (en caso de certificacion)

COSTE

NIVEL DE DESARROLLO
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1.- INTRODUCCION (APLICACIONES PARA MOVILES)
En los ultimos anos son las que mas han proliferado

1. Interfaces amigables

2. Bajo coste de desarrollo

3. Bajo precio de adquisicion

4. Facil comercializacion

Home automation made easy i

Temperatura

-y, 4 e
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1.- INTRODUCCION (APLICACIONES ALTO NIVEL ANADIDO)
Los sistemas domoticos y de control tratan la informacion de forma tradicional
1. Comunicaciones monolenguaje
2. Relaciones causa/efecto y accion/reaccion
3. Almacenamiento lineal
;,Qué se puede aportar?
1. Inteligencia artificial
2. Integracion

3. Inteligencia ambiental
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2.- MEDIOS DE TRANSMISION
Los medios de transmision utilizados son los siguientes:
1. Par trenzado
2. Radiofrecuencia
3. Corrientes portadoras
4. Infrarrojo, RS232 etc.

5. IP (Ethernet)
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2.- MEDIOS DE TRANSMISION
Desarrollamos la opcion IP porque:

1. Su coste de desarrollo es menor

2. No requiere de desarrollo electrénico

3. Casi todos los protocolos (sistemas) confluyen en esta red
INTEGRACION

( LonTceip ) ( LonTecep ) ( MODBUSTCRIP ) [ LONTCPIP )
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3.- ESTANDARES DE CONTROL

Los principales protocolos estandares de control del momento son:

Todos ellos tienen desarrollada su version IP
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3.- ESTANDARES DE CONTROL

En todos los casos nuestra infraestructura minima sera:
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3.- ESTANDARES DE CONTROL

Aunque podria existir mas de un sistema:
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3.1- KNXNET/IP
El estandar KNX esta documentado en la norma ISO/IEC 14543-3

Toda la informacion esta disponible en las “KNX Specifications” (De pago €€€)

http://www.knx.org/uk/knx-standard/knx-specifications/




SERVICIOS TELEMATICOS AVANZADOS

3.1- KNXNET/IP

Esta parte del estandar esta dividida en dos grandes bloques
1. KNXnet/IP Routing (Se requiere un Router)

2. KNXnet/IP Tunneling (Se requiere un Router o un Interfaz IP)
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3.1- KNXNET/IP Tunneling

Esta parte del estandar esta dividida en dos grandes bloques

1. KNXnet/IP Routing (Se requiere un Router)

2. KNXnet/IP Tunneling (Se requiere un Router o un Interfaz IP)
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3.1- KNXNET/IP Tunneling

This Chapter 3/8/4 “Tunnelling” of the KNXnet/IP specification describes
point-to-point exchange of KNX telegrams over an IP network between an
KNXnet/IP device acting as a server and an KNXnet/IP Client for
configuration and diagnostics. KNX frames are encapsulated inside IP

datagrams. KNXnet/IP Tunnelling does not address timing issues caused by
IP data network latency greater than one second.

Control Panels

=

Wi-Fi

((( I Smartphones
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3.1- KNXNET/IP Tunneling

Los interfaces IP de acceso al medio soportan tipicamente varias conexiones

simultaneas (3-5)

Esto conlleva una separacion de las direcciones fisicas virtuales

4 KNXnet/IP server

[ Individual Address (1.1.0) |
" Individual Y _
Address Routing ]

_(110) A y
R O U T E R gd;rﬁuz ] Tunnelling Connection #1

(11.30) A y

Individual . .
Address Tunnelling Connecdiion #2

11.74

KNXnet/IP server
Individual Address (1.1.1) |

a

" Individual

| NT E R F AZ Address l Tunnelling Connection #1
L (111) A
IP " Individual

Address I Tunnelling Connection #2
I\ 1137 A

KNXnet/IP client
-

Tunnelling Connection #1

KNXnet/IP client

Tunnelling Connection #2

KNXnetlP client

!
Tunnelling Connection #1
/

KNXnetlP client

!

Tunnelling Connection #2
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3.1- KNXNET/IP Tunneling — Header

Los paquetes deben encapsularse en paquetes TCP/IP o UDP cuya
informacion util es un frame KNXnet/IP

Todos los paquetes transmitidos entre cliente y servidor deben contener un
encabezado (Header)

+-T—+-6-+-5—+-4-+-3—+-2-+-1-+-0-+-T—+-6-+-5-+-4—+-3-+-2-+-1-+-0—+
Header Length | Protocol Version
(1 Octet) | {1l Octet)
-T-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-T-+-6-+-5-+-4-+-3-+-2-+-1-+-0

I
I
+
| Service Type Identifier

| (2 Octet)
+-T-+-6-+-5-+-4-+-3—+-2-+-1-+-0-+-T—+-6-+-5-+-4—-+-3-+-2-+-1-+-0
I

I

+

Total LEngt.h.
(2 Octet)
-7-+-6—+-5-—+-4-+-3-—+-2-+-1-+-0-+-T—+-6—+-5-—+-4-—+-3-+-2—+-1-+-0—-+
Figure 2 — KNXnet/IP header binary format

Table 3 — Common KNXnet/TP constants

KNXNETIP_VERSION_10 Identifier for KNXnet/IP protocol version 1.0

HEADER_SIZE 10 06h 1 Constant size of KNXnet/IP header as defined
in pratocol version 1.0
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3.1- KNXNET/IP Tunneling — Codigos

Los servicios soportados son muy variados

Servicios Basicos (Core)
Gestion de dispositivos
Tunneling

Routing

Almacenamiento remoto
Configuracion remota
Object Server

e s e o —

Para las conexiones Tunneling es suficiente con el Core y el Tunneling
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3.1- KNXNET/IP Tunneling — Cédigos
1. Servicios - Basicos (Core)

Table 4 —- KNXnet/IP Core service type identifiers

I IS A T R—

SEARCH_REQUEST 0201h Sent by KNXnet/IP Client to search available
KNXnet/IP Servers.

SEARCH_RESFPONSE 0202h Sent by KNXnet/IP Server when receiving a
KNXnet/IP SEARCH_REQUEST.
DESCRIPTION _REQUEST 0203h Sent by KNXnet/IP Client to a KNXnet/IP

Server to retrieve information about
capabilities and supported services.

DESCRIPTION_RESPONSE : Sent by KNXnet/IP Server in response to a
DESCRIPTION_REQUEST to provide
information about the server implementation.

CONMNECT _REQUEST 20! Sent by KNXnet/IP Client for establishing a
communication channel to a KNXnet/IP
Server.

CONMNECT RESPONSE Sent by KNXnet/IP Server as answer to
CONNECT_REQUEST telegram.

CONMNECTIONSTATE_REQUEST Sent by KNXnet/IP Client for requesting the
connection state of an established connection

to a KNXnet/IP Server.

CONMNECTIONSTATE_RESPONSE ) Sent by KNXnet/IP Server when receiving a
CONNECTIONSTATE _REQUEST foran
established connection.

DISCONNECT_REQUEST 209 Sent by KNXnet/IP device, typically the
KNXnet/IP Client, to terminate an established
connection.

DISCONNECT_RESPONSE : Sent by KNXnet/IP device, typically the
KNXnet/IP Server, in response to a
DISCONNECT _REQUEST.
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3.1- KNXNET/IP Tunneling — Codigos
1. Servicios — Tunneling

Table 6 — Tunnelling KNXnet/IP service type identifiers

B A I

TUNNELING REQUEST Used for sending and receiving single KNX

telegrams between KNXnet/IP Client and
- Server.

TUNNELING_ACK 0421h |1 | Sent by a KNXnet/IP device to confirm the
reception of the TUNNELING_REQUEST.

2. Errores - Connect_Response

Table 10 — Common CONNECT RESPONSE status codes

B Y AN S—

E NO_ ERROR The connection is established successfully.

E CONNECTION_TYPE ”Eh The KNXnet/IP Server device does not support
the requested connection type.

E_CONNECTION_OPTION The KNXnet/IP Server device does not support
one or more requested connection options.

E NO _MORE_CONNECTIONS 2 The KNXnet/IP Server device cannot accept
the new data connection because its maximum
amount of concurrent connections is already
used.
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3.1- KNXNET/IP Tunneling — Cédigos
2. Errores — ConnectionState Response
Table 11 - CONNECTIONSTATE RESPONSE status codes

[ Evorconsam  [Vabe [V.]  Desepion
E NO ERROR - The connection state is normal.

E_CONNECTION_ID 21h The KNXnet/IP Server device cannot find an
active data connection with the specified ID.

E DATA CONNECTION 1 The KNXnet/IP Server device detects an error

concerning the data connection with the
specified 1D.

E_KNX CONNECTION The KNXnet/IP Server device detects an error

concerning the KNX connection with the
specified 1D.

2. Errores — Tunneling Connect_ ACK

Table 12 — Tunnelling CONNECT ACK error codes

B 7 A S S—

E NO ERROR - The message is received successfully.

E_TUNNELING _LAYER 29h The KNXnet/IP Server device does not support
the requested KNXnet/IP Tunnelling layer.
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3.1- KNXNET/IP Tunneling — Cédigos
3. Protocolos compatibles

Table 16 — Host protocol codes for IP network

ommtname [vauw [v.|  owenpton

IPV4 UDP 01h |dentifies an Internet Protocol version 4 address and port number for
UDP communication.

IFV4 TCP 02h |dentifies an Internet Protocol version 4 address and port number far
TCP communication.

Table 18 —- KNXnet/IP Internet Protocol constants

KNXnet/IP Port Number -

KNXnet/IP System Setup Multicast Address | 224.0.23.12
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3.1- KNXNET/IP Tunneling — Codigos

4. Timeouts

Table 17 — Timeout constants

Constant name

Value

V.

Description

CONNECT_REQUEST_TIMEOUT

10 s

1

KNXnet/IP Client shall wait for 10 seconds for
a CONNECT_RESPONSE frame from
KNXnet/IP Server.

CONNECTIONSTATE_REQUEST _-
TIMEOUT

KNXnet/IP Client shall wait for 10 seconds for
a CONNECTIONSTATE_RESPONSE frame
from KNXnet/IP Server.

DEVICE_CONFIGURATION_-
REQUEST_TIMEOUT

KNXnet/IP Client shall wait for 10 seconds for
a DEVICE_CONFIGURATION RESPONSE
frame from KNXnet/IP Server.

TUNNELING_REQUEST_TIMEQUT

KNXnet/IFP Client shall wait for 1 second for a
TUNNELING_ACK response on a
TUNNELING_REQUEST frame from
KNXnet/IP Server.

CONNECTION_ALIVE_TIME

If the KNXnet/IP Server does not receive a
heartbeat request within 120 seconds of the
last correctly received message frame, the

server shall terminate the connection by
sending a DISCONNECT _REQUEST to the

client's control endpoint.
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3.1- KNXNET/IP Tunneling — Discovery
Todas las aplicaciones software disponen de la capacidad de buscar los
interfaces disponibles en la red LAN

KNX net/IP 0 Discovery . KNXnet/IP
client server

Search.req

Search.resp

Search.res
xL

F . ;
service container

s — E—

=l Control

Figure 4 — Discovery procedure
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3.1- KNXNET/IP Tunneling — Discovery
Ejemplo Search_request

h=ader size=

protocol version

service type identifier 0201h

total length, 14 occtets

structure length

host protocol ceode, e.g. 0lh, for UDP over IPv4

IP address of control endpoint,
e.g. 192.168.200.12

port number of control endpoint, 3671
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3.1- KNXNET/IP Tunnellng Discovery
Ejemplo header =ize
SearCh_reSpOnSG protocol version

service type identifier 0202Zh

total length, 73 octets

structure length (HPAT)

host protocol code, e.g. 0lh, for UDP oven

IP address of control endpoint,
e.g. 19%2.168.200.12

port number of control endpoint,
e.g. 50100

structure length (DIE hardware)
description type code, 0lh = DEVICE INFO
ENE medium, 02h = TPl (ENX TF)

Device S5tatus, 0lh = programming mode

ENYX Individual Address, £.g. 1.1.0




SERVICIOS TELEMATICOS AVANZADOS

3.1- KNXNET/IP Tunneling — Conexidn
Una vez descubierto el interfaz IP se puede realiza la conexion

KN X net/IP KNXnet/lP
client server

Service container

Data.req
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3.1- KNXNET/IP Tunneling — Conexidn
Ejemplo Connect_request

+ . .
1 08h structurs lzngth
1 | D6h header size ; l ________________________________ :
e ' - - . oy UDE aver TPv
1 01h host protocol code, e.g. 01k, for UDP aver IEvd
2 | 10h protocel version : l ________________________________ . PR
% .
1 192 Y
3 I 02h y l _________________ |
et > gervice type identifier 0205h 15 | 168 |
4 ! 05h / ) T » IP address of data endpoint,
R et : A ven mnn an
1 200 e.g. 192.168.200.20
5 00h \ : l _________________ : o
T et > total length, 24 octets an | 20 /
6 | 1&h / I
) A wn * R 21 | C3h \
! | structure leng 1 » port number of data endpoint,
o ————————————— . R
2 Bdh .g. 50100
] | 01h host protocol code, e.g. 0lh, for U°° l ________________________________ e
+ ———————————————————————————————— . -
2 04h structurs length
9 | 192 \ ’ l ________________________________ :
] T """"" IE; ______ : 24 | 04h connection type code, e.g. 04h, TUNNEL CONNECTICN
_I + ________________________________
t----=-"=-=-"=-=-=-=----- -t > IP address of control endpoint, 5 02h I laver, = TUNNEL LINKLAYER
1 200 | e.g. 192.168.200.12 = +' ________________________________ o SavEr, e.ge SRR
el il R | .
2 00h reserved
2 | 12 / o

\

.} port number of control endpoint,
f e.g. 50100
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3.1- KNXNET/IP Tunneling — Conexidn
Ejemplo Connect_response

header size

protocol wersion

service type identifier 020&h

total length, 20 octets

communication channel ID, =.g. 21
status code (HO _ERROR)
structurs length

host protocol code, 2.g. 0lh, for UDP over IPwv

IP address of data endpoint,
e.g. 1%2.163.200.20

» port number of data sndpoint,
! e.g. 50100

structure length of CRD for TUNNELING CONHECTION
connection type cods, e.g. 04h, TUNNEL_CONNECTION

» Individual Address, =£.g9. 01.01.10,
/ mused for TUNNELIHNG CONHECTION
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3.1- KNXNET/IP Tunneling — Conexidn
Ejemplo ConnectionState request

header zize

protococl version

service type identifier 0207h

> total length,

communication channel ID,
reserved
structure length

ool code

endpoint,

> port number of control endpoint,
' e.g. 50100
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3.1- KNXNET/IP Tunneling — Conexidn
Ejemplo ConnectionState_response

header size

protocol wersion

» service type identifier 0208h

> total length, & octets

communication channel ID, =2.g. 21

status code (HO_EREOR)
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3.1- KNXNET/IP Tunneling — Conexidn
Ejemplo Disconnect_request

header size

=T

» gervice type identifier 0Z203h

> total length, lé octets

communication channel ID, =.g.
erved
structure length

host protocol code, e.

> IP addre rol endpoint,

£.7.
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3.1- KNXNET/IP Tunneling — Conexidn
Ejemplo Disconnect_response

header 3ize

protocol version

> service type identifier 02020

> total length, B octets

communication channel ID, e.g. 21

status code (HO_ERROR)
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3.1- KNXNET/IP Tunneling — Intercambio Tunneling
Ejemplo Tunneling_request
+---—————t - - - T_EHKQ?FIIE header - - - -

protoccl wversion

vice type identifier 0420h

> total length, L+l12 octets

- - - connection header - - - -
structures length of connection hesader

communication channel ID,
SeQuEnce COounter
cEHI Trame - - - -
me=sage code (elg. § Data.reda message)

afdditiconal information [none|

> Rervice Intormation (L Tyten)

Los mensajes cEMI son la informacio il KNX (Telegramas IP)
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3.1- KNXNET/IP Tunneling — Intercambio Tunneling
Ejemplo Tunneling_ ACK

- ENEnet/IP header - - - -
header size

> total length, 10 actets

+ - - - - connection header - - - -
structurs length of connection header

communication channel ID,
Sequence COunter

00h (NO_ERROR)
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3.1- KNXNET/IP Tunneling — Mensajes cEMI

Este tipo de mensaje es el utilizado para conexiones independientes del
medio

Message | Additional | Additional Control Control Src. Src. | Dest. Dest.
Code | Info Length | Information field 1 field 2 High : Low | High | Low

NPDU

AddIL Cirll Cirl2 SAH : SAL | DAH : DAL L TPCI/APCI & data
1 octet 1 octet 1 octet 2 octets 1 octet var. length

Message Code -

L_Data.req Al Bus

~ una lectura anterior)
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3.1- KNXNET/IP Tunneling — Mensajes cEMI

Este tipo de mensaje es el utilizado para conexiones independientes del
medio

AddIL= 00h no Add Info

Message | Additional | Additional Control Control Src. Src. | Dest. Dest. NPDU
Code | Info Length | Information field 1 field 2 High : Low | High | Low

AddIL Ctrll SAH : SAL | DAH : DAL L TPCI/APCI & data

Priority (P) (bit 3 and bit 2): Priority that shall be used

(7[6]5]4]3[2]1]0] for transmission

HHH Confirm flag (C) Error in the transmitted frame

Ctrl2

Destination Address Type (AT) 0: individual / 1: group

HEENEENE

Hop Count (HC) (bit 6 to bit 4) Contador de ruta
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3.1- KNXNET/IP Tunneling — Mensajes cEMI

Este tipo de mensaje es el utilizado para conexiones independientes del
medio

00h no Add Info

Message | Additional | Additional Control Control Src. Src. | Dest. Dest.
Code Info Length | Information field 1 field 2 High | Low | High : Low

EaET -- rrcuAPCr & e

A= Area L= Line B = Bus device
Direccion Fisica
AAAA | LLLL/BBBBBBBB
4 bit 4 bit 1 byte
Direccion de grupo Group Address: 3 level

— Main Group Subgroup
Shit: 0 -31 8 bit: 0 -255

__T_Middle group |
3bit:0-7
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3.1- KNXNET/IP Tunneling — Mensajes cEMI

Este tipo de mensaje es el utilizado para conexiones independientes del

medio

Message | Additional | Additional Src. Src. | Dest. Dest.
Code Info Length | Information High | Low | High : Low

716]5[4]3]2]1]0]7/615/4]3|2/1]0]

[ [ [ ][ [ofo]o]o A_GroupValue_Read-PDU
I ] [oJojo[td ] | | | | |A_GroupValue Response-PDU
......n ...... A_GroupValue_Write-PDU

NPDU

P

CI/APCI & data
var. length
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3.2- Modbus TCP

MODBUS is an application layer messaging protocol, positioned at level 7
of the OSI model, which provides client/server communication between
devices connected on different types of buses or networks.

The industry’s serial de facto standard since 1979, MODBUS continues to
enable millions of automation devices to communicate.
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3.2- Modbus TCP

En Modbus TCP confluyen todas sus tecnologias

MODBUS COMMUNICATION

orve|  |QEER  [Am | [vo] lvo| NBENl wo

MODBUS ON TCP/IP '|

I/0

s
=+
=t
)
4
=
o
0
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@
o
=}
=

o
9
o
w0
o
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3.2- Modbus TCP

No existe establecimiento de la conexion

Client

Initiate request

_ Perform the action
Initiate the response

Receive the response

Client

Initiate request

Error detected in the action
Initiate an error

Receive the response Exception Function code Exception code
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3.2- Modbus TCP

Los tipos de datos disponibles son los siguientes:

This t fdatacanb ovided by an I/O system.
Discretes Input Single bit Read-Only 15 type of data cah be provided by an ystem
. ) _ ) This type of data can be alterable by an application
Coils Single bit Read-Write program.

This type of data can be provided by an /O system
Input Registers 16-bit word Read-Only 1S VP pro y y

This = of data can be alterable by an applicati
Holding Registers 16-bit word Read-Write pr;;rawnﬁ": of data can be afterable by an application
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3.2- Modbus TCP

Mapas de memoria en dispositivos Modbus

ol

Device application | MODBUS datamodel | | MODBUS PDU addresses

e LU Direccion 0 -> Registro 1

Read coils 4 . . s .
Direccion 5 -> Registro 5

Read Registers 1

Read Registers 54

1]
:
E
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H
H
=
H
B~

A

"B
:

NI NN IEEE NN N EEEE I"-_I EmEEEmEmE I-;I'l-l N N SN RSN S e I-lll-l EEEEEIEEEEEEEEEEEEEEE

£ Mapping
Application specific et ajl————  \[ODBUS Standard
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3.2- Modbus TCP

Funciones disponibles de intercambio de datos

Physical Discrete |[Read Discrete Inputs
Inputs
Bit Internal Bits Ef*.]d gf:”'sl —
access Or
Ph'_fSlf.al coills Write Multlple Coils

Data Fhysical Input Read Input Register

Access Registers
Read Holding Registers
16 bit i i i i
acce‘; Internal Registers |YVrite Single Register | 06 |
Or Write Multiple Registers

Physical Output |Read/Write Multiple Registers
Registers Mask Write Register | 22 |
Read FIFO queue |24 | | 18

Es posible solicitar/modificar multiples registros en un unico request
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ENTRY ¢

Proceso recepcién ME Server receives mb_req_pdu

solicitud ¢

NO
Function code
supported

ExceptionCode = 01 l

YES

ExceptionCode =03

MO
:: 0x0001 = Quanfity of Outputs < 0x0700 >

¢ YES

Starting Address == OK

AND

Starting Address + Quantity of Outputs == OK

ExceptionCode

=02

Request Processing

=

ReadDiscreteOQutputs == OK >

ExceptionCode = 04

i YES

Y Y h 4

l

ME Server Sends mb_exception_rsp

ME Server Sends mb_rsp
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3.2- Modbus TCP

Ejemplo solicitud de lectura de los Coils 20-38

Field Name

Function Function

Starting Address Hi Byte Count

Starting Address Lo Outputs status 27-20
Quantity of Outputs Hi Outputs status 35-28
Quantity of Outputs Lo Qutputs status 38-36

bin {1100 1101|0110 1011|0000 0101
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3.2- Modbus TCP

Ejemplo solicitud de lectura de los Holding register 108-110

Field Name Field Name

Function Function

Starting Address Hi Byte Count

Starting Address Lo Register value Hi (108)
No. of Registers Hi Register value Lo (108)

No. of Registers Lo Register value Hi (109)
Register value Lo (109)

Register value Hi (110)
Register value Lo (110)
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3.2- Modbus TCP

Modbus header

| Descripon | Size | Example
Transaction ldentifier Lo _
Protocol ldentifier | 2 | 0:0000

P | = | =

Length 2 | 0x0006

Mo

OxFF
0x03

Starting Address 0x0004
Quantity of Registers 0x0001

Unit Identifier

MODBUS Function Code (%)
request

@
i

Transaction ldentifier: Es un contador que permite enlazar los request
con los response.

Unit Identifier: Es necesario para el direccionamiento de equipos
esclavos.
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3.2- Modbus TCP

Respuesta a errores

Request

1 Byte

Sub-function _
| Data | Nx2Bytes |

Response

TByie.
Sub-function B | OK
[ Data | NxoByes |

—

Exception code | 1Byte |
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3.2- Modbus TCP

Exception codes

Exception
Code

MODBUS name

Comments

01

lllegal Function

Code

The function code is unknown by the server

02

lllegal Data

Address

Dependant on the request

03

lllegal Data Value

Dependant on the request

04

Server Failure

The server failed during the execution

05

Acknowledge

The server accepted the service invocation but the

service requires a relatively long time to execute. The
server therefore returns only an acknowledgement of the

service invocation receipt.

Server Busy

The server was unable to accept the MB Request PDU.
The client application has the responsibility of deciding if
and when to re-send the request.

Gateway problem

Gateway paths not available.

Gateway problem

The targeted device failed to respond. The gateway
generates this exception
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3.2- Modbus TCP
Ejemplo telegrama Modbus

— MBAP Header —— > «— Modbus TCP/IP PDU —

Transaction ID|| Protocol ID Length -_

«— Moadbus TCP/IPADV —————™™™

0001 0000 0006 11 03 006B 0003

0001: Transaction ldentifier

0000: Protocol Identifier

0006: Message Length (6 bytes to follow)

11: The Unit Identifier (17 = 11 hex)

03: The Function Code (read Analog Output Holding Registers)

006B: The Data Address of the first register requested. (107 =6B hex)

0003: The total number of registers requested. (read 3 registers 107 to 109)
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3.2- Modbus TCP

Ejemplo telegrama Modbus

CONSTRUCTION OF A TCH/IP-ETHERNET DATA PACKET
Application

OS5l Model LAYER S Application M AD
o+ odbus ADU
(1460 Bytes Max)
TCP Frame i l

TCP-LAYER4 [ TCP Header
(Transport Layer) | (Port Numbers)| 1< Data Amay

l (20 Bytes)

P Frame

IP-LAYER 3  |IP Header
(Network layer] |(IP Addresses) IP Data Array
i (20 Bytes)

Ethernet - LAYER 2
(Data Link Layer)

Ethernet Header FCS
(Ethemet Addresses) SiL LUl {Checksum
{14 Byltes) j

LAYER 1
(Physical Laysr)
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3.3- BACnet/IP

Building Automation and Controls NETwork

Developed under the auspices of the American Society of Heating,
Refrigerating and Air-Conditioning Engineers (ASHRAE), BACnet is an
American national standard, a European standard, a national standard in
more than 30 countries, and an ISO global standard.

ot
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3.3- BACnet/IP
Las comunicaciones en BACnet utilizan diferentes medios fisicos:

« Ethernet

« BACnet/IP

» Serie (RS232/RS485)
« ARCnet

« MS/TP

 LonTalk

Anplication

BACnetIP | IS0 8802-2
Type 1 MSITP

IS0 8802-3 | ARCNET
.Ethermet RS 485 RS 232
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3.3- BACnet/IP

La trama de BACnet tiene la siguiente estructura:

Ox55
OxFF

Preamble 2 octets

Frame Type 1 octet

Destination Address 1 octet

Source Address 1 octet

Length 2 octets, most significant octet first

Header CRC 1 octet

Data (present if Length is non-zero) Length octets

Data CRC (present if Length is non-zero) 2 octets

OxFF pad (optional) at most, 1 octet
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3.3- BACnet/IP

Areas de interoperabilidad de los servicios

1.
2.

3.

a1 =

Data Sharing DS (Intercambio de datos)

Alarm and Event Management AE (Distribucion de
notificaciones y Ack. de alarmas)

Scheduling SCHED (Acciones que dependen de
horarios y calendarios)

Trending T (Registro de variables y eventos)

Device and Network Management DM, NM, VT
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3.3- BACnet/IP

Ejemplos de servicios Device Management

Device Management, automatic set up / restart Device Management, automatic binding

| Who-Is?

Who-Has?

L‘....

X J
E -
e o

| . = -—-_‘-—.__—__—_—-.‘_'
f -~ = ; A =
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3.3- BACnet/IP

BACnet crea objetos con multiples valores y propiedades

BACnet defines a collection of 23 standard object types

& Binary Input
() Binary Output
() Binary Value

(7 Analog Input
(J) Analog Output
) Analog Value
i Averaging

@) LifeSafetyZone

9 Mutti-state input [
) Mutti-state Output (7

i Multi-state Value @

i Loop (7
(] Calendar (P

[J Notification Class s

[J Command 7
B LifeSafetyPoint

File

Program
Schedule

Trend Log
Group

Event Enroliment

Dewvice
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3.3- BACnet/IP

Las propiedades de los objetos son obligatorias (estandarizacion) u
opcionales

Las propiedades pueden ser de lectura y/o escritura

ohject-identifier
ohject-name

ohject-type

present-s Alue

| Object_Name ROOM_TEMP 1
| Object Type | ANALOG INPUT B
| Present_Value i -

i _ atotsenice  [B1]

— Ll = 03 R
oo

[l
—_

|'_|:|
| N—

| High_Limit update-interval [118]
e P— Lnits [117]
Al rmin-pres-yvalue [69]

max-pres-value [65] REAL QFTIONAL,
resolution [106] FREAL QFTIQNAL
ICrement [22] REAL QFTIONAL,
tlrrII:! delay [113] Unsigned QFTICQMNAL,
notification-class [17] Unsigned OFTIOMAL,
high-limit [45] REAL QPTIOMAL,
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3.3- BACnet/IP

Ejemplo objeto de actuador

Property [dantifier

Property Datatvpe

5
Y
A
2

Conformance Codes:

Object_ldentifier
Ohject_MName

Object Tape
Present_Value
Descnption

Device Twpe

Status Flags
Event_State

Reliabilitv

Out_Of Service

Polanty

Inactive Text
Active_Text
Change_ Of State Time
Change (f State Count
Time Of State Count Feset
Elapsed_Active_Time
Tme Of Acthive Time Reszaet
Mimmoum Off Time
Minimumm_On_Time
Prnonty Amay
Relinquizh Default

Tume Delay
Kohficathon Class
Feadback “Valua
Event_Enable

Acked Transihons
Notify_Type
Event_Time_ Stamps
Profile Mame

BACnetDbjectldentifier
CharactexStnng
BACnetObjectTvpe
BACnetBinaryvPV
CharactesStiing
CharacterString
BACnetStatusFlags
BACnetEventState
BACnetEshabilitw
BOOLEAN
BACnetPolanty
CharacterString
CharacterString
BACnetDateTime
LUnsigned
BACnetDateTime
Unsigned3?2
BACnetDateTime
Unsigmed32

LUnsigned32
BACnetPnontvAsray
BACnetBinaryPV
Unsigned

Lnzigned
BACnetBinaryPV
BACnetEventTransinonBits
BACnetEvent TransihonBats
BACnetMNotifyTopa
BACnetARRAY[3] of BACnetTmmeStamp
CharacterString

|

R required, readable
— W required, writable
O optional

Out_Of_Service

B

R
R
K
w
O
O
R
R
O
R
R
Ol

Ao O

S

\

decouples the physical
output from the
Present_Value.

Properties required
- because Present_Value
is commandabie

Froperties required for
— intrinsic reporting

°QQQQQeQQe”
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3.3- BACnet/IP

Un dispositivo BACnet esta compuesto por multiples objetos

BACnet Device
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3.3- BACnet/IP
El acceso a los objetos se realiza a través de los “Object Access Services”

Estos servicios son Unicast

AcknowledgeAlarm AtomicWriteFile WritePropertyMultiple

COV-Notification AddListElement PrivateTransfer

EventNotification RemovelisiElement TextMessage

GetAlarmSummary CreateObject ReinitializeDevice

GetEnrollmentSummary DeleteObject VTOpen

SubscribeCOV ReadProperty VTClose

[ SubscribeCOVProperty ReadPropertyMultiple VTData

LifeSafetyOperation ReadREange Authenticate

AtomicReadFile WriteProperty Reqgestkey

ReadPropertyConditional DeviceCommunicationControl
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3.3- BACnet/IP

Estos servicios comunes a varios dispositivos son Multicast

I-Am
I-Have

COV-Notification |
EventNotification
Private Transfer UTC TimeSynchronization
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4- EJEMPLO BMS MULTIPROTOCOLO
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4- EJEMPLO BMS MULTIPROTOCOLO

NET Server NET Backup Server

Telegram Manager Telegram Manager

Web OPC Web OPC
Interface § Interface Interface § Interface

- m—
— —
[ network] — [BAChet network]
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4- EJEMPLO BMS MULTIPROTOCOLO

Central Main METx BMS Server Central ain "u’iliEDI'l Central Backup NETx BMS Server
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4- EJEMPLO BMS MULTIPROTOCOLO

NMETx MaRS NETx Voyager NETx Shutter Control System

Engergiemanagement Visualization Beschattungsmanagement

NETx Voyager
EMS Server

Main Server Backup Server

el

KNX Hy = BACnet
Gateway Router
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4- EJEMPLO BMS MULTIPROTOCOLO
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