)
<
a
<
N
P
<
>
<
%))
<
O}
o
-
o
Z
O
L
=

DE RED

Wireshark

Area de Ingenieria Telematica
http://www.tim.unavarra.es

Area de Teoria de la Sefal y Comunicaciones
http://csm.unavarra.es

Grado en Ingenieria en Tecnologias de Telecomunicacion, 3°




C
ke
132

HSPA

9))]
5
<
>
S
< R . o — Y—r— — —~ —
. Recordemos
5 %@@ U g o LT
o
50
i
FQ

RLC RLC

» BTS scheduling
MAC-d e . MAC-d
<= control
Retransinission HS'EPSCH — HS-IE}PSCH
MAC-hs | (FCARQ) | MAC-hs
N L2 L2
PHY PHY L1 L1
UE BTS RNC/MPE

MAC-HS: Subcapa MAC HSPA
MAC-d: Subcapa dedicada MAC
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Mo, Time OCT time Source | Destination |Protocol UL Grant | UL Retx |Info

TECNOLOGIAS AVANZADAS

DE RED

&3 0.025000 500. 7323 MAC-LTE 177 UL-5CH: (5F=4) UEI=1 (Short BSR) (1:2 bytes) (1:18 bytes) (Padding:remainder)
d
[T Frane &3: 91 bytez o wire (7% BILe), 91 Bytes captured L1 Dits) j'oo_onnasaanaf?zzdn 31 34 3 31 00 0Z 35 30 secter-1 L%L,.50
D010 30 e 373332 33 006d 6163 5F 72 38 5F 6c 74 O.TI2Imoac_rE lt
miﬂlﬂt DCT2000 Fmﬂ context=cector-11451.2 =500, 7323 & ﬂrﬂtmm_‘hﬂ {v=1) 020 A5 00 310031 2c 33 2c 30 2C 34 2030 2 3339 e L1,3, 0,4,0,39
[ MAC-LTE 0030 3| /3T A3 33T OFAWA 0000000 897,117 7,000,
040 3d 21 02 21 12 If 00 00 04 TQREETEEEE =L l.... .
[Radio Type: OO (2)] dria20 00 00 00 00 0D 0D OD 0D 0D DO

[Direction: UpTink {0)]

[UETd: 1]

[Subframe: 4]

[RNTI: 39897]

[RNTI Type: C-RNTI (3)]

[Length of frame: 177]

[UpTink grant size: 177]

[First Grant Following SR from: 777

[Time since SR (m): 28]
MAC POU Header (4 subheaders)
short ESR (lcgid=d E5 = @) -
RLC-LTE UEId=l (GRE:1) [AM] [CONTROL] ALK _SN=1
RLC-LTE  UEId=1 (SRE:1) [AM] [DATA] (P) (SN=1) [16-bytes]

[Padding Tength: 150]

http://wiki.wireshark.org/MAC-LTE LT E - M AC

KN
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9]
<
()
<
N
Z
<>E No. ~ |Time DCT Time ‘Grant size |Source‘ Desh|rcb: ‘Pmtoco\ Info
< 12955 162.262600 162.343 RLC-LTE [UL] [TM] UEId=3 CCCHRRCConnectionRequest
0 12938 0.701600 163.0506 RLC-LTE [BL] [TM] UEId=3 CCCHRRCConnectionSetup
<—E 13010 0.032400 163.083 PDCP-LTE/NAS [UL] [AM] UEId=3 SRB:1 [DATA] (F) sn=0 Signalling: an=0 RRCConnecticnSetupComplete MAC=0x00000000 (21 bytes data) [B6-bytes]
Q 13034 0.003600 163.0326 RLC-LTE [DL] [AM] UEId=3 SRB:1 [CONTROL] ACK_SN=1
9 13071 0.462000 163.5545 PDCP-LTE [DL] [AM] VUEId=3 SRB:1 [DATA] (P) Bn=0 Signalling: =n=0 SecurityModeCommand MAC=0x34%a8c78 (3 bytes data) [B-bytes]
(@] a 13106 0.088400 163.6429 RLC-LTE [UL] [AM] UEId=3 [CONTROL] ACK_SN=1
P [ad 13109 0.000100 163.643 PDCP-LTE [UL] [AM] VEId=3 [DATA] (P} en=1 Signalling: &n=1 SecurityModeComplete MAC=0x33%edE25 (2 bytes data) [7-bytes]
8 L 13116 0.003500 163.6525 RLC-LTE [DL] [AM] UEId=3 [CONTROL] ACK_SN=2
QO 13160 0.453000 164.1116 FDCP-LTE [DL] [AM] UEId=3 [DATA] (F) Bn=1 Signalling: =n=1 MAC=0xa35d1f1 (110 bytes data) [l15-bytes]
13177 0.011400 164.1229 RLC-LTE [UL] [AM] UEId=3 [CONTROL] ACK_SN=2
13180 0.000000 164.1229 PDCP-LTR [UL] [AM] UE1d=3 [DATA] (P) sn=2 Signalling: =n=2 MAC=Oxccdffc03 (2 bytes data) [7-bytes]
13188 0.003600 164,1325 RLC-LTE [DL] [AM] VUEId=3 [CONTROL] ACK_SN=3
26865 162.621000 326.7535 RLC-LTE [UL] [AM] UEId=3 [DATA] (P) sn=0 [34-bytes]
26875 0.009600 326.763 RLC-LTE [DL] [AM] UEId=3 [CONTROL] ACK_SN=1
28679 18.620800 345.3838 RLC-LTE [DL] [AM] UEId=3 [DATA] (P) sn=0 [130-bytes]
28633 0.087500 345.4713 RLC-LTE [UL] [AM] UE1d=3 [CONTROL] ACK_SH=1
85056 100.714600 4461859 RLC-LTE [UL] [AM] UEId=3 13 [DATA] gn=1 [130-bytes] [40-bytes..
85473 0.045900 446 2318 RLC-LTE [UL] [AM] UEId=3 13 [DATA] gn=2 ..30-bytes] [120-bytes..
[DATA]
85628 0.008000 4462478 RLC-LTE [UL] [AM] UEId=3 DRB:3 [DATA] en=4 ..61-bytes] [130-bytes] [15-bytes..
mEmms A AamAAR Are neEm =1 At M rmwt ETA-s nemea rmame — AR Ferbnnt  PES_terkon
1 : | )
P Frame 5551 (271 bytes on wire, 271 bytes captured) 0000 73 65 63 74 6F 72 2d 31 31 34 35 31 00 01 34 34 Eector-1 1451 .44
P catapult DCT2000 packet context=sector-11451.1 t=446.23%8 §  prot=rlc_I8_lte (v=1) 0010 36 Ze 32 33 39 38 00 72 Ec €3 5C 72 38 5F 6c 7¢  6.2398.r lc 18 1t
¥ RLC-LTE  UEId=3 (DRE:3) [AM] [DATA] {SN=3) ..l0-bytes] [130-bytes] [65-bytes.. E::g e-1-4,0,1,10,3,5
[Directicn: uplink (0)] 0040
[ELC Mode: Acknowledged Mode (4)] 0080
[UEId: 3] ' jooso
[Priority: 1] oe70
[Channel Type: DRE (5}] 50080
-looso
[channel 1D: 3] ;’0030
[FDU Length: 214] noho
P AM header (sn=3) ‘|ooco
D Extension Part (length=10} oodo
P Extension Part (length=130) ;'oceo
:[oofo
AM Data: (DAAG6181FSG3EEGE3ICC “loza0
AM Data: BO0459708CH52BEEEE1AGDI0AG41CI1D0332E
AM Data: B00SCOA37ICBOTE0E1T6IBT300445EECORAFCF2A040EA5CC. | .

http://wiki.wireshark.org/RLC-LTE
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<>( MNo.. |Time DCT Time Source Destination Protocaol Info
0 0.000000 13.0193 PDCP _LTE UE_RTP POCP-LTE | ROHC (RTP) [UL] [AM] UEIA=49152 DRE:1 User: (mode=T)
< 0.019400 13.0387 PDCP_LTE UE_RTP POCP-LTE | ROHC (RTE) [UL] [AM] UEId=49152 DRE:1 User: (mode=T)
o 0.039400 13.0587 PDCP_LTE UE_RTP POCP-LTE | ROHC (RTE) [UL] [AM] UEId=49152 DRE:1 User: (mode=T)
(@) 0.059400 13.0787 PDCP_LTE UE_RTP POCP-LTE | ROHC (RTP) [UL] [AM] UEId=49152 DRB:1 User: (mode=T)
E§ Ia) 0.079400 13.0987 PDCP_LTE UE_RTP PDCP-LTE | ROHC (RTP) [UL] [AM] UEId=49152 DRE:1 User: (mode=T)
> L 0.099400 13.1187 PDCP_LTE UE_RTP POCP-LTE | ROHC (RTP) [UL] [AM] UEId=49152 DRE:1 User: (mode=T)
O o 0.119400 13.1387 PDCP_LTE UE_RTP POCP-LTE | ROHC (RTE) [UL] [AM] UEId=49152 DRE:1 User: (mode=T)
L w 0.139400 13.1587 PDCP_LTE UE_RTP POCP-LTE | ROHC (RTE) [UL] [AM] UEId=49152 DRE:1 User: (mode=T)
Fo 0.159400 13.1787 PDCP_LTE UE_RTP POCP-LTE | ROHC (RTP) [UL] [AM] UEId=49152 DRB:1 User: (mode=T)
0.179400 13.1987 PDCP_LTE UE_RTP [UL] [AM] UEId=49152 DRE:1 User: (mode=T)
a. il : {(mod )
23 0.219400 13.2387 PDCP LTE UE_RTP [UL] [AM] UEIA=49152 DRE:1 User: (mode=U) sn=11 U0-0 (sn=12)
25 0.239400 13.2587 PDCP_LTE UE_RTP POCP-LTE | ROHC (RTE) [UL] [AM] UEIA=49152 DRE:1 User: (mode=U) sn=12 U0-0 (sn=13)
27 0.259400 13.2787 PDCP_LTE_UE_RTP POCP-LTE | ROHC (RTP) [UL] [AM] UEId=49152 DRE:1 User: (mode=U) sn=13 U0-0 (sn=14)
b Frame 21 (103 bytes on wire, 103 bytes captured) 0000 S50 44 43 50 5f 4c 54 45 5f 55 45 5f 52 54 50 00
P Catapult DCT2000 packet context=PDCP _LTE UE_RTP.2  t=13.2187 S prot=pdep ré lte (v=1; [°010 02 31 38 37 00 70 64 63 70 5% 72 38
———— —— nozo  5f Gc 00 30 2c 32 2c 31 32 2c 31 2c
RLC Op: [UL] [AM] (96) bozo 34 2c 31 2¢ 31 2c 31 2c 31 00 00 00
UE Id: 49152 0040 60 10 01 01 35 02 00 Oa 00 45 01 00
drbid: 1 0050 41 B0 Da 66 62 f0 45 4% 03 f0 03 &d
T 0060 78 cc 00
CNF: No

Dizcard Reqg: No
+ PDCFPF-LTE
P [Configuration: (direction=Downlink, plane=User, mode=U, profile=RTP) ]
1... .... = POU Type: Data POU (O0x01)
.000 .... = Reserwved: 0x00
0000 0000 1010 = Seg Num: 10
= ROHC Message (UO0-0)
101 1... = SN: 11
000 0000 0000 = Large-CID: O
IP-ID: O0x000a (10)

UDP Checksum: Ox6662 (26210)
Payload: F0454903F0036D738CCBCEOAF2A00
-

http://wiki.wireshark.org/PDCP-LTE
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% T rrc.bxt - Wireshark
2 File Edit View Go Capture Analyze Statistics Tools Help
@) &5

%) B e e IBEEXEE A2 TF L |(|BEEIQQRAQ | @MB R O
<
D) Fi_Iter:I *  Expression... Clear Apply
o No. - Source Destinatig Protocol Info
-
(@) Ea . 862500 LTE-RRC.BCCH. DL. SCH systemInformationglockTypel
Z o . 862500 LTE-RRC. BCCH. DL. SCH systemInformation
O . 065500 LTE-RRC. BCCH. DL. SCH systemInformationglockTypel

L . 659500 LTE-RRC. RRCCONNectionsetu
L
[ . 768500 NAS RRCConnectionSetupComplete: Attach request

.190500 LTE-RRC. DCCH SecurityModeCommand
yM

.190500 LTE-RRC. DCCH SecurityModeComplete

.197500 NAS RRCConnectionReconfiguration: Attach accept
.197500 NAS uLInformationTransfer: Attach complete

. 034500 LTE-RRC. DCCH RRCConnectionRelease

[Dissected Tength: 9]
[ DL-CCCH-Message
= message: cl (0)
= cl: rrcConnectionsetup (3)
H rrcConnectionsetup
rrc-TransactionIdentifier: 0
= criticalextensions: cl (0)
= cl: rrcConnectionsetup-r§ (0)
E rrcConnectionsetup-r8
= radioResourceConfiguration
E srb-ToaddModifyList: 1 item
= Item O
E SRE-ToAddModifyList
srb-Identity: 1
= rlc-configuration: default (1)
default: NULL
= logicalchannelconfig: default (1)
default: NULL
= mac-MainConfig: explicit (0)
B explicit

NAS

(===~

El ul-scH-configuration I RRC
‘I memal LARA T wd O SO0 I -----
0000 33 35 2e 31 34 31 30 00 4c 54 45 2d 52 52 43 2e 35.1410. LTE-RRC. PDCP
0010 43 43 43 48 00 01 20 00 60 TEIBVANIECEGEEN CCCH.. .  HAAAARE
0020 52 R
RLC

(Ve rrc fd1.RadioResourceConfiaDedicated (Ite-rc—fd1.radioResourceCo... | Packets: 10 Displayed: 10 Marked: 0 [Profile: Default
= i - — = = f —

- a rrr— r—— — MAC

LTE-RRC —

http://wiki.wireshark.org/LTE%20RRC
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