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Abstract The Internet is a huge interconnection of
thousands of networks with different technologies,
equipment, configurations, and administrative owners.
This, added to the lack of public information about
those individual infrastructures, makes it a difficult task
to provide a so-called Internet map: a topological map
with information of routers, interconnections between
routers, and IP addressing configuration. Traditional
topology discovery methods based on traceroutes only
provide IP addresses in the path between end-nodes.
Some of those IP addresses can belong to the same
router, and this identification is made by alias reso-
lution methods. Therefore, alias resolution allows to
provide router-level map of the Internet with impor-
tant applications in network simulation, protocol de-
sign, network management, network security, network
service design, and geolocation. In this paper, alias
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resolution methods are analyzed in Internet core net-
works (GlobalNOC, Canet4, and Geant). This allows
to identify peculiar behaviors in these core networks,
improving alias resolution methods. Simultaneously,
reduction methods are used to decrease the number of
probing packets in alias resolution methods.
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1 Introduction

The creation of a router-level Internet map is still a
research challenge. This kind of map could provide
invaluable help in order to analyze the behavior of the
Internet. Measurements of delay, congestion, routing,
or protocol performance could take advantage of this
kind of map. The lack of public information about
router configuration and network connectivity turns
this into a challenging task.

The traceroute tool brings to the user a set of IP
addresses in the path from the user to another desti-
nation host. Usually, the user gets this information as
a path of connected IP addresses until reaching the
destination host. At the moment, the majority of efforts
in Internet topology have been focused on obtaining
a huge set of traceroutes from the maximum number
of probing stations and updating them periodically [1].
The resulting maps are graphs where each node is a
single IP address and not a single router, so interfaces
of the same router are drawn as different nodes.

However, this procedure is not very accurate be-
cause it can connect neighboring IP addresses which do
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not share the link at all; both IP addresses can be at
the same TTL distance but they can belong to different
routers in different real paths. This kind of situation is
caused by load balancing, MPLS paths, or topological
changes. In load balancing, different packets in the
same traceroute are sent thought different paths to the
destination. Therefore, there is no absolute guarantee
that IP addresses obtained from a traceroute belong to
the same path, and therefore, it is impossible to infer a
proximity relationship between those IP addresses. In
MPLS paths, the behavior is similar to flow-based bal-
ancing, where packets belonging to different flows can
be forwarded through different paths [2]. Topological
changes happen in time scales of several days or weeks,
larger than those considered for obtaining a topology
(hours) [3, 4], so their effects are negligible. Therefore,
the main effect will be load balancing (packet- or flow-
based).

To solve this situation, there is a technique called
Paris-traceroute [5]. This technique is based on the
fact that the majority of load balancing in Internet is
flow-based. Packets belonging to the same flow are
forwarded through the same path, avoiding, for exam-
ple, problems related with packet disordering or jit-
ter. Paris-traceroute will send probing packets keeping
certain header fields to make the routers think that
they belong to the same flow (IP addresses, ports, and
protocol).

In order to provide a more close-to-reality network
graph, we need to identify nodes with routers and not
with individual interfaces. Several studies already offer
techniques to identify interfaces belonging to the same
router from traceroute data sets. Those IP addresses
that belong to the same router are called aliases, and
the procedure is named alias resolution method. The
most well known alias resolution methods are Mercator
[6] and Ally [7] and are reviewed in Section 2. These
alias resolution methods help in providing a router-
level map of the Internet that will have application in
network simulation, protocols design, routing protocols
design, network management, security, service design,
and geolocation.

Network simulation provides valuable performance
indicators for several aspects of networks. Usually, net-
work simulation needs to reproduce Internet topology,
specially router placement and connectivity between
routers. Traditionally, synthetic models have been used
[8, 9]; however, they provide topological information
that is unclear to be representative [7].

In [10], the impact in protocol design using synthetic
and experimental Internet topologies is reviewed. It
concludes that topology information can be used to
make smarter and faster protocols. For example, in

[11], topology maps at router level are used to test
new traffic engineering protocols. Other applications of
router-level maps of the Internet can be found in P2P
balancing schemes [12] and routing protocols [13]. In
P2P overlay networks, the topology information may
be important in order to send the data using the shortest
path in a router level point of view [14].

These maps can help the final user to know his
placement in the network and, for example, to choose
the right ISP connectivity each time. Similarly, they
can be applied to choose the best place for servers
[15]. Router-level topology maps are also important in
network management tasks like detecting bottlenecks
or misconfigurations [16]. In [4], prediction of the paths
and latencies in the network is performed thanks to a
previous topology discovering process combined with
alias resolution methods.

Router-level topology maps can be used in security
issues too. For example, the paper [17] presents a
new way to discover the source network from where
a denial-of-service attack is generated without the help
of intermediate ISPs. A backtrace of the attack is made
thanks to the router-level topology map.

Some IP geolocation techniques depend on the
topology between some land points and the IP ad-
dresses to be located. The technique described in [18]
needs the router-level map in order to offer more accu-
racy in the location of the IP addresses. This technique
requires the geolocation of every router in the path
from the IP address to be located and the chosen land
points. Each new located IP in the path means a new
constraint to be used in the final solution. If some
aliases are found, they will help in the better location
of the intermediate router.

Therefore, router-level topology maps are impor-
tant, but they are also difficult to obtain. This paper
focuses on the performance analysis of alias resolution
methods. The following metrics can be used to compare
alias resolution methods [19]: accuracy, completeness,
efficiency, and distributability. Accuracy is related with
the quantity of aliases resolved without error. The
different alias resolution methods are usually applied
for each pair of IP addresses in order to verify aliasing.
For simplicity, the term pair will be used instead of
pair of IP addresses. Over each pair, the result of the
method can be positive or negative when those IP
addresses belong or do not belong, respectively, to the
same router. The methods can also provide incorrect
information. When a method gives a positive result but
it is not true, it could be said that we have a false
positive. The same is true for the inverse situation, if
a method provides a negative result and the pair of
IP addresses belong to the same router, it is a false
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negative. The difficulty of this metric is related with
the lack of public information about details of most
network topologies, so the debug phase is manual and
with the possibility of wrong identifications. Besides,
error conditions can arise when no response to probing
packets is obtained from the IP addresses under analy-
sis. Finally, an unknown condition is produced when
there are incoherences or the impossibility to produce
a final decission.

The completeness metric is the percentage of aliases
(positives) and not aliases (negatives) that have been
discovered. In a perfect identification scenario, both
percentages should sum up to 100% to be sure that the
network has been identified completely: all pairs have
been indentified as aliases or not aliases. However, the
presence of false positives, false negatives, and errors
can reduce the final completeness.

Efficiency metric tries to determine how intrusive an
alias resolution method is. Some methods need several
probing packets for each pair of IP addresses, incurring
in a sensible overload. Besides, this traffic, if significant,
can be identified as network attacks because it is ad-
dressed to routers that usually are not destinations
of Internet traffic. In large scale identifications, this
parameter is critical, not only because of the traffic
generated but also due to the time needed to complete
the alias resolution method. The process should be
limited to a feasible period of time. One way to reduce
this time is by applying alias resolution methods not
to the full set of pairs but only to selected pairs of IP
addresses with more probability to be aliases. These
techniques are called reduction methods [20], and they
are a step previous to the application of alias resolution
methods.

The last metric, distributability, is related to the
possibility of a method of being distributed between
several probing stations. A method is distributable
if part of the alias identification or reduction tasks
can be made from different probing stations simulta-
neously.

Therefore, three different phases can be identified
in the process of getting a topology map at router
level: discovery (obtaining IP addresses and adjacency
information from traceroutes), reduction, and alias res-
olution. We will concentrate on the last two phases and
their evaluation in real networks.

The rest of the paper is structured as follows. In
Sections 2 and 3, reviews of alias resolution methods
and reduction methods are presented. Then, core net-
works used in the study are presented in Section 4.
Analyses of alias resolution methods and reduction
methods in selected core networks are presented in
Sections 5 and 6. Finally, conclusions are presented.

2 Previous works in alias resolution methods

During the past few years, a lot of effort has been
done to discover new and more efficient alias resolution
methods. Alias resolution methods can be divided in
two main groups. The first one, active-probing-based,
needs to send probing packets to the network and
analyze the response packets. The second one, infer-
ence methods, use only the information provided by
traceroutes to analytically infer the aliasing.

The first group of methods is intrusive, but at the mo-
ment, they are the ones that provide the best results in
completeness and accuracy. The most known methods
in this group are Mercator [6] and Ally [7].

Mercator was designed by the Co-operative Associ-
ation for Internet Data Analysis group (CAIDA), and
it was used in the Skitter project [21]. This method uses
the usual behavior of routers when they send ICMP er-
ror messages: routers return ICMP error response mes-
sages from the interface with the shortest path to the
destination. This ICMP error message (port unreach-
able) is triggered by sending UDP packets to random
destination ports on the candidate IP addresses to be
aliases. Two IP addresses are aliases if the ICMP error
messages returned from both have the same source IP
address. As can be seen in Fig. 1, UDP packets are sent
to two IP addresses of the same router, and the ICMP
error responses are sent by the same interface of the
router, this means, with the same source IP address.

Mercator can be used only to identify aliases and
not to identify non-aliases because the commented be-
havior is not present in all routers, or even worse, it
can apply to some interfaces of the router and not to
other interfaces of the same router. Therefore, if two
different target IP addresses return packets from the
same IP address, it is for sure that both belong to the
same router, but if responses come from different IP
addresses, it cannot be said that both belong to different
routers.

Ally method is based on another characteristic be-
havior of routers. Most IP stack implementations have
an incremental counter to provide different identifiers
for each IP packet generated by the router indepen-
dently of destination, protocol, or service. This is the
IP identification (IPID) field of IP header, and it
is used by the fragmentation and reassembly mecha-
nisms. Each packet from the same IP address must
have differentiable IPIDs in certain time windows [22].
Therefore, several IP packets received from the same
router and near in time will have close values in the
IP identifier field. The difference in the counter will
be caused by other IP traffic generated in between by
that router to other destinations. Ally method checks
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Fig. 1 Mercator alias resolution method

two candidate IP addresses by sending three UDP
probes with random ports to trigger again an ICMP
error message whose IP identifiers can be analyzed
(Fig. 2). The first packet is sent to one IP address, and
back-to-back, the second packet is sent to the other
IP address. One second later, the third packet is sent
to the IP address that answered in the first place. The
IPID values contained in the three response packets are
analyzed. Both target IP addresses will be aliases if the
distance between IP identifiers in the responses is in
between a threshold of 200 sequence numbers [7]. Ally
provides the best results for completeness and accuracy
in alias resolution [23].

An example of IPIDs received can be seen in Fig. 3.
In this figure, IPIDs have an incremental sequence, and
the distance between the IPIDs does not exceed 200.
Therefore, the two IP addresses are considered to be
aliases. Ally method needs an incremental behavior of
IPID, but some IP stack implementations use random
values or other strategies. However, this incremental
behavior is the most usual. For example, in the analysis
of [23], 82% of routers had an incremental counter for
IPID using UDP as probing packets.

Improvements over Ally method are proposed in
[23]. The improvements do not suppose a huge change

 

Fig. 2 Ally alias resolution method

in Ally method but provide a clear increment in the
identification percentage. Part of the modifications are
related to the type of probing packets being used. In
Ally method, only UDP probing packets and ICMP
error responses are used. In [23], new probing packets
are used:

– IPID_TCP: TCP SYN packets are sent to random
ports in destination IP address, and IPID will be got
from reset packets generated by the router.

– IPID_ECHO: ICMP Echo Request packets are
sent and IPID will be got from the ICMP Echo
Reply generated by the router.
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Fig. 3 IPID threshold in received packets for Ally alias resolu-
tion method

– IPID_TIME: ICMP Timestamp Request packets
are sent and the IPID obtained from the ICMP
Timestamp Reply generated by the router.

– IPID_UDP: It will use the same probing packet as
Ally, but with an increase in the number of probing
packets.

These new types of probing packets provide better
results, avoiding some of the more strict filtering rules
present nowadays in routers [23]. Another modification
is related with the timing. Some routers discard back-
to-back Ally packets, treating them as some kind of
flooding attack. In other cases, only one of the two first
packets is replied. In the proposal [23], a static offset
of 0.6 s is used between the three packets (Fig. 4). This
offset is chosen to guarantee that most of the routers
have time to reply to the probing packet.

As analyzed in [23], there is a probability around
10−4 of false positives in Ally because of routers that
occasionally share the same IPIDs in the probing inter-
val. Increasing the number of probing packets reduces
the probability of wrong identification (there is a lower

Fig. 4 Timing for modified Ally alias resolution method

probability to share the same IPIDs during an extended
probing interval) but also reduces the efficiency (more
probing packets are needed).

In the second group of alias resolution methods,
those called inference methods, Analytical Alias Re-
solver (AAR) [24] and Analytical and Probe-based
Alias Resolver (APAR) [25] are the most represen-
tative. Both are based on the same premise: routers
have dedicated IP subnetworks to configure their inter-
connection links. These methods are based on finding
the /30 and /31 network masks from the information
obtained in traceroutes. A link is detected looking for a
pair of IP addresses obtained from opposite traceroutes
that verify one of the previous network masks. The IP
address before and after this link will be used to iden-
tify an alias. The APAR method uses larger network
masks, but this time, accompanied by a low rate of
probing packets. Probing packets are based on PING
(ICMP Echo Request/Reply) and the TTL returned in
the reply is used to verify if the alias has been detected
correctly.

3 Previous works in reduction methods

In order to improve the performance of alias iden-
tification, reduction methods are able to decrease the
number of pairs to test for aliasing by using any extra
information available before performing the alias reso-
lution. This allows to reduce the probing traffic and the
time needed to complete the alias resolution (improv-
ing efficiency). However, it can reduce completeness
of alias resolution because some pairs of IP addresses
(possible aliases) are discarded before applying any
alias resolution method. The objective will be to keep
some balance between those metrics: completeness and
efficiency.

The first well-known reduction method uses the
Time-to-Live (TTL) field of IP headers. This method
determines that the alias resolution method has to
be applied only for those pairs where TTL difference
between IP addresses is less than a predefined thresh-
old [26]. TTL information could not be obtained from
traceroute because it has to be measured from the
same probing station in order to be able to com-
pare TTL values for different target IP addresses. A
router is located at a certain distance in hops from a
specified probing station, so if two IP addresses belong
to the same router, they should be approximately at the
same number of hops. Probing packets can go through
different paths to different IP addresses even if both
IP addresses belong to the same router. Therefore, the
method defines a threshold for these cases.
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TTL field is filled up with an initial value that could
be different for each IP stack implementation, so the
differences between two IP addresses belonging to
different routers can be higher. As stated before, to use
this method, it is needed to make the probing from one
unique point to all the IP addresses in the set under
identification. Therefore, this method requires to inject
extra probing traffic, and it is not distributable.

In [20], another reduction method is proposed. It
is based on the IPID field in IP headers. The idea is
similar to the proposal in Ally alias resolution method.
If we compare the distance between IPIDs in return
packets from two target IP addresses, the pairs with less
distance are more likely to be aliases than the ones that
have a higher distance. The probing traffic needed by
this method could be distributed into different probing
stations if we would want to complete the probing in
a shorter time window. The method needs the IPIDs
generated by all IP addresses approximately in the
same short time interval in order to calculate distances
between all possible pairs. However, in large networks,
it is not practical to distribute the measuring because
the probing can take several minutes and, therefore,
makes it impossible to calculate a realistic IPID dis-
tance between IP addresses. For example, it is usual
to find routers in the Internet whose IPID counter
increments 300 IPIDs per second (the router gener-
ates 300 paq/s to some destinations; it is not a for-
warding rate). It means that, in only 216/300 = 218 s,
the IPID counter restarts, and the IPID increment is
enough to be considered as another router in only some
seconds.

The last reduction method presented in [27] does
not need to inject probing traffic in the network, and
therefore, it is efficient and easily distributable. The
method is based on the characteristic distribution of
IP addressing in Internet routers presented in [28]. IP-
offset parameter is defined as the absolute value of
subtracting one IP address from another |IP1 − IP2|,
considered both as 32-bits unsigned integers. Due to
the Internet organization in AS and the addressing allo-
cated to each AS, IP addresses that belong to the same
router have concrete IP-offset ranges that can be used
to predict which IP addresses have more probability
to be aliases. IP-offsets with more probability to be
aliases are centered around 0 and 2.14 ∗ 109 (a half of
IP addresses range 232) as stated in [28]. A clustering
algorithm is used to find those and other IP-offset
intervals that imply significant probability of aliasing.

In order to select the intervals, clustering algorithms
based on IP-offset parameter are used. K-means and
Expectation Maximization (EM) clustering algorithms
are used to group IP-offset distances in clusters [27].

Afterwards, those clusters are ordered, choosing first
those with more probability to indicate aliasing (those
IP-offset intervals that have a larger proportion of
aliases compared to the total).

One advantage of the IP-offset reduction method is
that IP-offset ranges with more probability to indicate
aliases are maintained for different kinds of networks.
This means that IP-offset ranges with more probability
to be aliases can be pre-calculated in certain networks,
and those intervals are valid in another totally different
network. In [28], the training network has close to 100
thousand pairs, and clusters generated are perfectly
applicable to another network with close to 1.5 billion
pairs. Calculating the clustering in the same network
where aliasing is going to be performed only provides a
marginal improvement. Therefore, the way to proceed
in order to obtain those intervals is to make the training
in a relatively small network.

The results in IP-offset reduction method improve
those obtained by other reduction methods, with the
added advantages of efficiency (no probing traffic is
needed) and distributability (without probing traffic,
the distribution of the IP-offset reduction method be-
tween different probing stations is trivial). In the three
reduction methods, subsets of pairs of IP addresses with
more probability to be aliases are identified without a
priori knowledge of the actual topology.

4 Core networks used in the study

One of the big problems in verifying topology maps
is the lack of public information about network
configuration, addressing, equipments, interfaces, and
links present in each administrative unit in which the
Internet is organized: the so called AS. Previous analy-
ses have been made using testbeds [23] that provided
results with limited applicability. Nodes in Etomic [29]
and Planetlab [30] platforms have been used to discover
routers in the path between end-nodes and to apply
identification and reduction methods. However, infor-
mation about networks that interconnect those nodes is
not available, so there is no certainty about the accuracy
of the results.

A few core networks, mainly National Research
and Education Networks (NRENs), make publicly
available information about its network configuration.
GlobalNOC, Canet4 and Geant are examples of these.
They provide public information about their routers
and their configuration. For our research, the provided
“show interfaces” functionality will specify IP address-
ing configured for all interfaces in a router. All those
IP addresses for certain routers are aliases, and they
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should be identified as aliases when running the alias
resolution methods.

We will use this real addressing information per
router to check completeness of alias resolution meth-
ods. However, these networks are not representative
of the whole Internet because they are core networks
that do not include information about access networks.
They are suitable for the analysis of accuracy and com-
pleteness of alias resolution methods. For the analysis
of performance of reduction methods, they could offer
biased results, specially for those methods that take into
account how IP-addressing is organized in the Internet.
In those cases, we will use information from Etomic
and Planetlab that provide end-to-end addressing data,
including access networks.

GlobalNOC [31] is the Global Research Network
Operations Center, located in the USA. This center
provides network coordination, engineering, and in-
stallation services. It has a huge set of partners, like
Internet2, CIC OmniPOP, I-Light, Indiana GigaPOP,
IP Grid, Man LAN, National LamndaRAil, and
TransPAC2. GlobalNOC provides information about
their routers. Using a web application called Global-
NOC Router Proxy [32], a user can get a lot of in-
formation about the state of the network in real time.
For example, information about the IP interfaces of the
routers can be obtained. Internet2 is one of the main
partners in GlobalNOC. Its topology map is shown in
Fig. 5. This study takes into account all the networks
in GlobalNOC. This represents 16 routers and 593 IP
addresses.

Canet4 [33] is Canada’s Research and Education
Network. The CANARIE group has developed this
ultra high-speed optical network across Canada using
links at 10 Gbps. The information of IP addresses for
some routers in this network can also be accessed using

Fig. 5 Internet2 map in GlobalNOC

Fig. 6 Canet4 map

a web application [34]. A global map of this network is
shown in Fig. 6, with six routers and 103 IP addresses.

Geant [35] is the pan-European data network ded-
icated to the research and education community. In
conjunction with the European National Research and
Education Networks (NRENs), this network is sup-
posed to connect 40 million users. The information
about their routers can be accessed using a web-based
looking glass. The locations of the routers, which can be
queried through the looking glass, are shown in Fig. 7,
with 19 routers and 309 IP addresses.

Fig. 7 Geant map
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Fig. 8 Alias resolution identification results for different core
networks

These well-known networks will be used in the fol-
lowing sections. First, they will provide information to
verify the accuracy and completeness of alias resolution
methods. These networks provide all the information
about the IP addresses that belong to the same router
(aliases). This information will allow to verify perfor-
mance of alias resolution methods. Second, they will be
used to analyze performance of reduction methods in
core networks and, with an extension, in full end-to-end
networks. As we have a priori knowledge of topology
information and we are focusing our effort in alias
resolution and reduction methods, discovering phase,
based usually in doing traceroutes from some vantage
points, is not needed. All the IP addresses for routers
in each network are obtained directly from topology
information known a priori.

5 Analysis of alias resolution methods

Most alias resolution methods described in Section 2
need to check aliasing between pairs of IP addresses.
Therefore, identification tests are run over all possible

pairs of IP addresses present in each core network
(datasource). Each datasource has been treated as a
different network, and pairs of IP addresses are calcu-
lated independently for each datasource.

The probing task for each method has been distrib-
uted among several Planetlab nodes. A special software
for the distribution of the pairs of IP addresses to test
and to make the identification part was developed.
Besides, specific attention has been made in order to
avoid simultaneous tests to the same IP address. This
will avoid router overload and interference between
tests. All data sets and software developed for this
paper are available in [36].

The results are presented in Fig. 8. The figure shows
the comparison of alias resolution methods and the
percentage of identification (completeness) provided
in each core network. All the identification responses
have been counted in the graph (positives and negatives
responses). In x axis, all alias resolution methods are
plotted. In the y axis, the percentage of identification
per method and per network is shown. The column
named ALL refers to the combination of the results
from all methods, providing the best identification
ratio.

Combining all methods, around 90% of identi-
fication is obtained in the Geant network, but this
identification lowers down to 50% or even less for
GlobalNOC and Canet4. These low percentages of
identification are mainly produced by unresponsive in-
terfaces and the filtering of some kinds of packets in
the networks. The specific reasons will be provided in
the following paragraphs.

Detailed information for identification in each core
network is presented in Tables 1, 2, and 3. The first
columns present the percentage of positives, negatives,
false negatives, unknowns (not enough data obtained
by the method to provide a conclusion), and errors
(none or not enough number of response packets re-
ceived) for each method. IPID_ECHO provides the
best results in the alias resolution. For the last two
columns, number of nodes and percentage of total
identification by alias resolution, results of each method

Table 1 Details of alias
resolution results over
Geant network

Method Positive Negative False Unknown Error Number Total
% % negatives % % of nodes identified

% %

Mercator 0 0 0 100 0 318 0
Ally 0.089 1.944 0.000065 0 97.966 288 2.033
IPID_UDP 0.104 2.003 0 0 97.892 287 2.217
IPID_TCP 0.111 1.939 0 0 97.948 286 2.348
IPID_ECHO 4.947 82.745 0 0 12.306 48 87.869
IPID_TIME 4.532 75.940 0 0 19.526 47 90.790



Ann. Telecommun. (2011) 66:31–43 39

Table 2 Details of alias
resolution results over
Canet4 network

Method Positive Negative False Unknown Error Number Total
% % negatives % % of nodes identified

% %

Mercator 0 0 0 99.952 0.047 104 0
Ally 6.566 40.186 0.0002 0.0477 53.199 34 46.752
IPID_UDP 7.211 39.708 0 0 53.080 31 47.540
IPID_TCP 7.521 39.947 0 0 52.531 30 50.214
IPID_ECHO 8.213 42.335 0 0 49.450 30 51.289
IPID_TIME 6.661 35.792 0 0 57.545 30 51.289

are aggregated with the previous ones: several meth-
ods can be used simultaneously to improve the alias
resolution.

In the results, false positives are not present for all
the methods and core networks. This is a very interest-
ing result, showing that different routers can present
quite different behaviors in relation to the indicators
used by the alias resolution methods. Those indicators
are enough to distinguish when two IP addresses belong
to different routers. However, in extensive tests, a very
low rate of false positives can be found due to IPID syn-
chronization between routers and random behaviors in
IPIDs generation [23]. Therefore, for small networks,
any method can be used without having a significant
effect of false positives because this probability is
quite low.

Problems related to false negative aliases have
appeared in the identification stage. In Geant and
GlobalNOC networks, three false negatives are pro-
vided by Ally method. In Canet network, 25 false neg-
atives are provided by Ally method. In all cases, the
other alias resolution methods do not provide false neg-
atives. This evaluation has been made by checking for
coherence between different alias resolution methods,
without using public information provided by network
administrators.

Peculiar router behaviors have produced some inco-
herences that were located and solved. To check the
reliability of an alias resolution method, if we use
the public information provided by network adminis-
trators, we can find more false negatives than those
described before: 126 false negatives. From all these

pairs, 90 belong to Internet2 (globalNOC). This hap-
pens when one or both IP addresses of the pair cor-
respond to interfaces with private peering tag. This tag
is configured to some interfaces in point-to-point links
between routers, making those addresses not reachable
outside the same router. Therefore, this tag makes it
impossible to reach the interfaces by the usual tracer-
oute and probing packets in alias resolution methods.
Private peering is not a problem in alias resolution.
However, as those interfaces are not discovered, the
topology map will not include links with private peer-
ing. In our study, the presence of private peering in In-
ternet2 (GlobalNOC) network is only 2.9% of the total
number of links. For this kind of configuration, usually
private addressing is used, but in some cases, public IP
addresses are used instead of private IP addressing.

The way to check if we have any pair badly cat-
aloged as negative (false negatives) and using public
addressing is to search for IP addresses that are aliases
of those false negatives and not belonging to the routers
under study. Remember that we have full information
for each network scenario obtained from the “show
interfaces” functionality at each router. These false
negatives indicate that we are reaching different routers
in the pair and that the test is correct: the IP addresses
we are reaching do not belong to the same router. They
are true negatives. Also, we have observed that all false
negatives found in globalNOC network are caused by
this behavior and they are not really false negatives,
except three cases obtained by Ally method. For these
three cases, other alias resolution methods provide the
right identification.

Table 3 Details of alias
resolution results over
GlobalNOC network

Method Positive Negative False Unknown Error Number Total
% % negatives % % of nodes identified

% %

Mercator 0 0 0 100 0 574 0
Ally 0.030 0.038 0.0007 0 99.930 559 0.069
IPID_UDP 0.031 0.036 0 0 99.931 559 0.069
IPID_TCP 0.033 0.048 0 0 99.918 557 0.084
IPID_ECHO 4.659 48.321 0 0 47.018 103 52.985
IPID_TIME 0.060 0.498 0 0 99.440 103 52.985
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Table 4 Percentage of duplicated IP addresses present in
scenarios

Network Duplicated IP addresses (%)

Geant 0
GlobalNOC 4.21
Canet 4.85

Another peculiar behavior observed in the study
has been the existence of duplicated addresses. This
means that different routers share the same IP ad-
dress for some of their interfaces. This practice, present
for example in anycast deployments [37], can lead
to a mis-identification of aliases. There is no way to
know which is the real router we are receiving the
probing packet from. Depending on several factors,
false negatives and false positives are obtained be-
cause, with one IP address, we can be referring to
different routers. From an identification point of view,
it is not a failure of the alias resolution method. The
problem is that, from the beginning, alias resolution
methods assume the premise of one unique IP address
per interface, and this premise, as we see, is not al-
ways true.

Duplicated addresses are not abundant in the Inter-
net. They are present mainly in core networks. For the
networks under study, the percentage of duplicated IP
addresses is presented in Table 4.

6 Analysis of reduction methods

Reduction methods reviewed in Section 3 are analyzed
for the proposed core networks. The main idea is to
reduce the number of pairs to check for aliases without
losing accuracy and completeness in the result. TTL-
based and IPID-based methods are implemented with
different thresholds. In order to get better alias reso-
lutions results, more pairs are added to the identifica-
tion task.

In TTL-based reduction methods, a different set of
IP addresses will be considered for each TTL threshold
chosen. This means that we will check for aliasing only
in those IP addresses with a difference in the number
of hops (measured from the probing station) up to TTL
threshold. The larger the TTL threshold, the more pairs
of IP addresses are considered to check for aliasing, and
therefore, it increases the probing packets injected in
the network, the time needed to complete the analysis
and the computational cost. However, at the same time,
better results in completeness are obtained as TTL
threshold is increased. In Fig. 9, results are presented
for the three core networks assuming a perfect alias res-
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Fig. 9 TTL-based reduction method over core networks

olution and, therefore, only the effect of the reduction
method in completeness. Not all IP addresses answer
the probing packets, so there is no information about
reduction for a significant number of interfaces. This
and the following figures have been plotted for the total
number of pairs in order for it to be easy to compare
them.

In IPID-based methods, the idea is similar. In
this case, the IPID threshold will limit the maximum
difference between IPIDs for packets generated from
IP addresses to be considered to check for aliasing.
As IPID threshold is increased, the alias resolution
method has to be applied to more pairs of IP ad-
dresses, increasing again the cost of the identification.
However, we can choose a low IPID threshold, re-
ducing the number of pairs to check, and reducing
minimally the effect on completeness. In Fig. 10, re-
sults are presented supposing a perfect alias resolution
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Fig. 10 IPID-based reduction method over core networks
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and, therefore, only the effect of the reduction method
in completeness. As before, the effect of lack of re-
sponses for a part of probing packets is reflected in the
figure.

In IP-offset reduction method, an EM clustering
algorithm [38] is used to classify IP addresses with more
probability to be aliases [27]. The IP addressing orga-
nization provides a specific behavior in this sense, and
it is independent of the network under study [28]. In
our case, we use Etomic to obtain the cluster definition.
Etomic measurement infrastructure is composed by
18 end nodes around Europe that are used to obtain
traceroute information between them. EM clustering
algorithm is applied over pairs of IP addresses that
are aliases and that are characterized by certain IP-
offsets. Resulting clusters are used on the proposed
core networks.

Results of applying IP-offset reduction method for
each core network are presented in Fig. 11. The x
axis indicates the percentage of pairs to be considered
to check for aliasing (the lower the better), and the
y axis indicates the proportion of alias resolution iden-
tification (the larger the better). The combination of
all alias resolution methods reviewed in Fig. 8 is used
this time. The first impression is that the results are
not good enough. Only in GlobalNOC is a better iden-
tification rate provided with less percentage of pairs.
This has an explanation: those routers in core networks
that usually share a common addressing scheme make it
difficult to use IP addressing to infer those IP addresses
with more probability to be aliases. In a real topology
discovering process, routers in access networks and
different core networks should be traversed, providing
more variability in the IP addressing schemes used and
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Fig. 11 IP-offset reduction method results using Etomic cluster-
ing over core networks
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Fig. 12 IP-offset reduction method results using Etomic cluster-
ing over access+core networks

therefore making useful this reduction method [28].
Using 50 Planetlab nodes as probing stations, tracer-
outes were made between all of them. The obtained IP
addresses in first hops (access routers) are merged with
those in the core networks under study, obtaining the
results presented in Fig. 12. The results are improved
for the three core networks, specially for Canet4, being
a more realistic full scenario. With around only 20% of
pairs, we achieve alias resolution from 42% to 91%.

In Fig. 13, the results for IP-offset reduction method
with clusters obtained in Etomic scenario are compared
to specific clustering results obtained from each core
network. In the specific clustering, the EM clustering
algorithm is run using the data from the network sce-
nario under study. As explained before, the benefits
of specific clustering are not meaningful, so a general
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Fig. 13 IP-offset reduction method results using different clus-
tering strategies
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Fig. 14 IP-offset reduction method results using Etomic cluster-
ing over core networks and perfect alias resolution

strategy of using a pre-calculated clustering is possible
in the IP-offset reduction method. This will allow the
reduction of the overall computational cost. In our
study, the pre-calculated clustering comes from the
Etomic network.

Lack of completeness in Fig. 12 is caused by alias
resolution methods and by effects of the reduction
method. As we have perfect information of addressing
for each router under study, we can simulate the effect
of considering a hypothetical perfect alias resolution
method (100% accuracy). The results are shown in
Fig. 14. In this figure, the lack of completeness is
caused only by the reduction method (IP-offset reduc-
tion method in this case). With only 1.47% of pairs,
maximum achievable alias resolution rate is 94.93% in
Canet4, 90.78% in Geant, and 77.75% in GlobalNOC.

7 Conclusions

This paper has analyzed the results of alias resolution
and reduction methods over three well-known core
networks (GlobalNOC, Canet4, and Geant). Those
networks provide information about their topology,
making them useful to verify how alias resolution pro-
cedures work. Identification methods, especially those
improvements over Ally method, provide a high per-
centage of completeness and good accuracy if we com-
pare them with Mercator and Ally methods. Actually,
if only one method should be selected in order to get
the best results in alias resolution, the one should be
ICMP_ECHO method. In this case, ICMP Echo Re-
quest probes are sent and ICMP Echo Response pack-
ets are analyzed to check for IP identifier values. For

example, in Geant network, Ally method obtains only
a 2.03% of identification and ICMP_ECHO method
obtains a 87.86%.

Reduction methods provide information to deter-
mine if two IP addresses are likely to be aliases. Using
this information, the number of tests can be reduced.
Depending on the desired reduction factor, different
percentages of completeness will be obtained. IP-offset
reduction methods provide the best results in the core
networks under study, avoiding any additional prob-
ing packet generation. This means better efficiency
(less time to complete the full identification process)
and the possibility to make the identification in a
fully distributed way. We can reach reduction rates
with around 90% of completness by using only 1%
of pairs.

Specific addressing schemes in core networks have
their effect in alias resolution and reduction meth-
ods. Special behaviors have been identified as private
peering, duplicated public IP addresses and private IP
addressing in router interfaces. Low speed interfaces
have appeared also in the study and they have caused
wrong alias resolutions. Improvements have been made
to alias resolution and reduction methods in order to
consider these peculiar behaviors.
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