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ABSTRACT

Nowadays network bandwidth is increasing continuously for end-
users and network providers. Network monitoring tools have to be
able to support these high-speed networks, processing a high
number of packets per second. For this reason, network monitoring
tools have to be improved using software or hardware techniques. In
this paper we use sampling techniques, as a software technique that
can provide the capacity of monitoring networks with high
bandwidth, keeping a low-cost hardware platform. A new technique
called mixed sampling is proposed and compared with other
techniques proposed in the literature. We focus on time-dependent
statistics not studied before with sampling. These statistics will
require applying estimation techniques for better results.

Categories and Subject Descriptors
C.2 COMPUTER-COMMUNICATION NETWORKS,
C.2.3 Network Operations: Network monitoring

General Terms
Algorithms, Measurement, Performance.

Keywords

Network monitoring, sampling, estimation.

1. INTRODUCTION

Network monitoring techniques have to be adapted to new high-
speed access and core networks. The Internet growth explosion and
new applications consuming more bandwidth mean that network
monitoring infrastructure has to be adapted. There are multiple
proposals in the literature to optimize network monitoring tools
from different points of view, mainly around hardware and software
options.
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In hardware, we can use specific network monitoring cards like
Endace DAG [1] or Scampi COMBOG6 [2]. They provide specific
functionalities like larger buffers or a programmable processor that
is able to make some preprocessing. This means freeing up the main
CPU. In software, we can find algorithms to optimize filtering tasks,
for example, organizing multiple filtering rules in a hierarchical way
[3]. In the middle of both, interrupt mitigation tries to reduce the
number of interruptions per second. Usually one interrupt warns
about a packet waiting for processing, but we can group packets
together and launch one interrupt for the group of packets [4]. The
overhead introduced by an interrupt is relatively high, so in this way
we can optimize the use of CPU resources. Other kind of
improvement would be reducing the number of copies between the
network card and the monitoring application. Techniques like
having a shared memory between the driver at kernel space and the
application at user space can reduce the number of packet copies

[5].

Another way to achieve higher monitoring speeds is to use packet-
based sampling. This technique can provide good results if applied
to certain statistics like packet size distribution, inter-arrival time
distribution, etc. These measurements are mainly related to those
that can be collected over certain time interval. In that interval, there
are several occurrences of the event that we want to measure and we
sample some of the events. After some post-processing we can
obtain a good approximation of the distribution of that event without
collecting all those events. Therefore, these statistics are normally
related with distributions or density function of some parameter

[6][71[8].

In [6], two sampling mechanisms are compared: time-driven and
event-driven. In the time-driven technique, a timer is configured to
provide a packet each certain interval time. In event-driven
technique, a packet of each m packets is considered so it can reduce
the hardware resources to //m. The paper focuses in packet size and
inter-arrival time distributions measurements.

A simple model of the number of concurrent flows that must be
accommodated in a router memory is presented in [7]. It uses
sampling over original traffic flows, and it takes into account the
possible flows present in unsampled packets. In [9] the authors
propose a correlated sampling strategy that is able to select an
arbitrarily small number of the best representatives of a set of flows.
Larger flows are referentially sampled over small ones, exploiting
the fact that a large fraction of usage is contained in a small fraction
of flows (larger ones). Non-uniform sampling and size dependant
sampling is used in [10].



Up to our knowledge there are no studies of sampling in other kind
of monitoring parameters less related with distributions (stationary
parameter) and more related with classical network measurements
like bits per second, packets per second, etc (time-dependent
parameter). It is usual in the literature to find packet sampling
applied to packet size distribution, inter-packet delay distribution
and flow size distribution over certain time interval. With only a
percentage of packets sampled we can infer the distribution
applicable to all packets inside that interval. However the
application of sampling to other measurements like bits per second
or packets per second has new problems to approach. Applying
sampling for these time-dependent parameters is more complex
because we have to use some kind of estimation for the packets not
taken into account. If we want to measure bits per second each
second with only some sampled packets we have to estimate the size
of not sampled packets in order to have an approximation to the real
figure of bits per second. In that way, it is not a simple collection of
realizations of the same event as before. We have a time series and
the underlying process can be or not stationary. Studies from
previous work can not be extended easily to multiple time intervals
repeatedly for time series estimation, In this paper we will apply
sampling to this kind of traffic parameters and we would apply a
new technique between time-driven and event-driven sampling:
mixed-driven.

The paper is organized as following. Section II introduces the
concepts of sampling in network monitoring. Section III describes
the scenario and network traces. In Section IV we present the main
results. Finally, conclusions and references end the paper.

2. SAMPLING IN NETWORK
MONITORING

2.1 Time-dependent parameters

As explained before, typical studies in packet sampling have been
applied to stationary parameters like the calculation of packet size or
inter-arrival time distributions in certain interval time. However, the
application of sampling in time-dependent parameters has not been
studied in deep.

With time-driven or event-driven sampling, we collect only some of
the packets in the network. It decreases the real knowledge about
network state. If for example we want the parameter bits per second,
we can collect 1 packet for each interval time of 500ms. Then we
have two possibilities:

* Count the packets unsampled: we will need to estimate the
packet size of the packets not sampled, but we know the number
of them.

* Not count the packets unsampled: we will need to estimate
both, the packet size and number of packets not sampled.

For our study we will suppose the first case in which we know the
number of packets not sampled. This is not a hard requirement
because for example in event-driven sampling, it is requisite to
count the packets received in order to choose the one to sample.
Usually, this functionality can be provided by the network card.

In any case, we only sample a characteristic of one packet and we
need to estimate the same characteristic for the rest of packets not
sampled. For example, if we are considering the statistic bits per
second, we will have to add the sizes of all packets received in one
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second. In the case of sampling, we will only know the size of some
of the packets, having to estimate the size of the others.

2.2 Sampling methods

Studies like [6][7] show that the event-driven sampling gives better
results. However, both event-driven and time-driven have their
drawbacks.

In event-driven sampling, if there is low network load, the time
interval between samples is going to be bigger and the accuracy of
the results will be worst. Opposite, in networks with high load
conditions, the number of samples will be high. The sampling
factor, m, means that one packet is sampled from a block of m
packets. We get one sampling value each m packets.

In the case of time-driven sampling, if there is low network load we
will sample almost all packets. However, if the network load is high,
we will have several packets per interval and we will only sample
some of them, loosing again accuracy.

The mixed-driven sampling procedure proposed in this paper joins
both event and time-driven methods as can be seen in Figure 1. That
figure shows several packets in a timeline and some of them (filled
up packets) are the chosen to be sampled. In event-driven sampling
one of each three is sampled. In time-driven the first packet of the
interval T is sampled. In mixed-driven we combine both techniques,
sampling the first packet that would be sampled for any of both
techniques.

Event-driven

Time-driven

! Mixed-driven

v

Figure 1: Sampling methods

So, mixed-driven sampling behaves as a time-driven sampling in
low load network conditions and as an event-driven sampling in
high load network conditions. In both cases, mixed-sampling will
give accurate results, adapted to network conditions.

2.3 Techniques for sample selection

The sampling methods specify the procedure to choose each packet
to be sampled from a number of them. However, we can sample the
first one, the last one or any inside the interval time where we have
to sample. Such interval will be referred in this paper as block. In
time-driven sampling, the block will be constant in size, but in
event-driven or mixed-driven it will be changing. Then, inside a
block we can choose the packet to sample applying one of the
techniques showed in Figure 2 as proposed in [6]:

* Systematic: choosing always the same first, second,..., or last
packet in the block as the sample.

* Stratified random: choose a random packet for each block. In
one block could be the first, in other the 3rd, etc.

+ Simple random: consider a superset of M blocks and choose M
random packets of the complete interval of M blocks.



* Variable-length systematic: choose the length of the block in a
random way and inside the block choose the packet to sample in
a systematic way.

& @ & e | Systematic

| el e | & |® | Stratified random

L o2 @ e | Simple random

& e & e | Variable-length systematic

Figure 2: Sample election techniques

In our study we will compare the results from those four sample
election techniques. The random values will be obtained from
uniform distributions and exponential distributions with mean m,
reducing packet processing to //m of the original packet rate.

2.4 Parameter estimation

For applying sampling methods to time-dependent parameters, we
need some way to estimate the parameter in study for those packets
unsampled. For example, if we sample one of each three packets to
obtain the network load, we will know the size of the sampled
packet but we will need some way to estimate the size of not
sampled packets.

We propose the following possibilities for parameter estimation:

* Linear estimation: the parameter measured with the sampled
packet is kept for the not measured packets. For example, if we
measure packet size, we will assume identical size for all the
packets of the same block.

* Mean estimation: knowing some mean value of the parameter
to measure, we suppose all not sampled packets with that mean
parameter. This estimation needs a previous work of
characterization of network parameters to obtain a generic mean
value.

* Dynamic estimation: the generic mean value is obtained
dynamically over all the parameter values of the sampled
packets. At the beginning of the measure the estimation will be
very bad, but it will improve with the number of sampled
packets.

2.5 Error metric

In order to decide which is the best combination of sampling
methods, election techniques and parameter estimation, we need to
compare values of the parameter to measure considering all values
(not sampling) and applying sampling. Besides, we need some way
to resume the results of a time-dependent parameter over some
interval time. We could use mean square error or something similar.
However, sampling theory has considered better error
measurements. In [11] an alternative metric is presented. This metric
¢ is independent of the size of the distributions to compare and it is
defined as:

. 2
¢:\/% where n:Zil(EﬁO:) with z* :Z'i@

i
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E; is the real value of the parameter considering all packets, and O;
is the value of the parameter considering sampling methods. B will
be the number of values to compare. In our case, if we are
measuring the network load in bits per second, the value of bits each
second will be the value to compare, and the number of values will
be the number of seconds considered for the comparative.

The value of this coefficient ¢ will be 0 if the trace of real values
coincides exactly with the trace from sampled packets. Bigger
values of ¢ will indicate worst results in the sampled trace. We will
use this coefficient to compare the results of different sampling
methods.

3. MEASUREMENT SCENARIO

The analysis has been made using real traffic traces obtained from
the Internet link of the Public University of Navarra with around
4000 computers. This university is connected to the academic
spanish network called Redlris through a dedicated POS/SDH link
of 155 Mbps; however the real traffic is in the order of 10-18 Mbps.

The capture of the packet trace has been made with a Linux
machine using libpcap library, between January 23 and 29, 2006.
The study presented here only refers to an hour: 12-14h, January 23,
2006. All the study has been made off-line using this trace, but the
results are applicable to a scenario with real-time traffic. We will
concentrate on the network load parameter in bits per second (bps).
In figure 3 the bps real parameter is plotted with 1 second averaging
interval. The results can be extended to other more fine grained
statistics, like load per user or service, or other parameter statistics.
To reduce the overhead of results, we will only use the systematic
technique as sample election technique.
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18 MBps

9 MBps

Bps

8 MBps

7 MBps

6 MBps

5 MBp
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Figure 3: Network load in bps for January 23, 2006, 12-13h

4. RESULTS

As we said before, a very important aspect of packet sampling is the
parameter estimation. In the case of bps we will need to estimate the
packet size for those unsampled packets. To observe the variability
in the packet size, Figure 4 shows the packet size density function
for the hour of Figure 3. Basically we find packets of the minimum
size (64 bytes) and maximum size (1500 bytes). Because of this
high variability in packet size, proposed mean estimation will not



provide good results at first. However we will check that it depends
on interval aggregation.
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Figure 4: Packet size density function.

For the case of event-driven sampling, we can see in Figure 5 the
real parameter bits per second (upper part, 0-10Mbps) and the
difference (lower part, under 0 Mbps) obtained in a sampled trace
with m=2. Again the granularity of the figure is one second. The
difference between real and sampled measurements is the error that
we obtain in the sampling process. The error introduced is not
significant for the great majority of applications, but in order to
compare the different techniques it is preferable to use the ¢
coefficient.

Comitted error m=2 Linear Estimation
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19.00 MEps

8.82 MBps

6.808 MBps

Bps

4.80 MBps

2.82 MBps

.80 Bps

-2.80 MBps
12:00 12:10 12:20 12:30 12:40 12:50 13:80

Time

Real Bandwidth

Figure 5: Bps in event-driven sampling and error introduced

The ¢ coefficient for event-driven and different parameter
estimators is shown in Figure 6. For low m, the linear estimation is
better, but for bigger values of m, any other mean or dynamic
estimation is better. For the mean estimation, we show two possible
values obtained from all the packets of the hour considered (540
bytes) or all the packets in the trace (1 week, 531 bytes).
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Figure 6: Event-driven with different estimation techniques

For small values of m up to 9, the mean/dynamic estimation is
better. This is true because considering a large number of packets m
will imply that the mean value will be a better reference for the sum
of all packet sizes (m*mean). Those estimations gives a ¢ near
constant with m larger than 9, because there is not improvement in
the mean estimation.

In order to compare event-driven and time-driven sampling, we will
have to compare the sampling factor m of event-driven with interval
sizes t of time-driven sampling. They both will have to give the
same number of samples for our hour under study. The mapping is
shown in Table 1.

Table 1: event-driven (m) and time-driven (t) mapping

2 1.038 ms
8 4.155 ms
16 8.311 ms

In Figure 7 we can see different parameter estimation for the case of
time-driven sampling. If we compare it with Figure 6, event-driven
gives better results. Dynamic estimation do as well as mean
estimation for event-driven and time-driven.

Time-driven and Systematic sampling
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Figure 7: Time-driven with different estimation techniques



In Figure 8 we compare the three sampling methods: event-driven,
time-driven and mixed-driven, relating the ¢ coefficient with the
number of samples (a number of packets or a time mapped as shown
in table 1, for example, a value of 2 means m = 2 or t = 1.038 ms).
Time-driven is clearly the worst as concluded in [6] for time
independent parameters. However, for the first samples the event-
driven shows bad results. Indeed, in that time interval there is big
packet size variability that disturbs the packet size estimation. In the
same scenario, the proposed mixed-event method outperforms
event-driven in this first part. If we analyze other hours from the
original trace we obtain similar results whenever we find high
variability in packet sizes, something that is very usual in Internet
traffic [12]. For the same volume of sampled packets, mixed-driven
technique gives best results.

Phi value

Event-driven - Linear m=4 -
Time-driven - Mean 531 t=2 msg -+
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Figure 8: Sampling methods comparative with the number of
sample

S. CONCLUSIONS

In this paper we introduce the concept of sampling monitoring on
time-dependent parameters, and a new method called mixed-
sampling. It is more difficult to apply sampling on these kinds of
time-dependent parameters because we need estimation for packets
not sampled. Different solutions are proposed, and the results show
how dynamic estimation produces best results even for big sampling
rate (m) and systematic sample selection.

With the high variability of Internet traffic, mixed-driven technique
gives best results for the same volume of sampled packets.

The comparison with other techniques proposed in the literature is
not possible due to the novelty of our proposal in sampling
application to time-dependent parameters.
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